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I. Cnucox coxparnenui
AO «OCK» — aknuoHepHoe o0ulectBo «OObenUHEeHHAs CYJOCTpOMTENbHAS
KOpIopanusiy»;
AC — apTOMaTU3MpOBaHHasA CHCTEMA;
I'ocCOITIKA — rocynmapCTBeHHAs cHcTeMa OOHapyKeHUs, IPenylpeskieHus U
JTUKBUJAIMHA TIOCIEACTBUM KOMIBIOTEPHBIX 4TAK HAa HHOOPMALMOHHBIE PECypCH
Poccuiickoii denepaiun;
3U1 — zammmra HH(popMALUY;
Wb — utipopmarimornas 6€3011aCHOCTD;
HC — uadopMaliioHHas CUCTEMA;
HUTP — yHoCTpanHas TEXHUYECKas pasBelka;
Kubeparaka — ueiieBas KOMIIBIOTEPHAs aTaKa;
KWH — kpurHueckas HHGOpMallHoHHAS UHPPACTPYKTYPa;
HKIIKHM — HanpoHanbHEIH KOOPAMHALMOHHEIE LEHTP [0 KOMIBIOTEPHLIM
WHIUICHTaM;
HCJ1 — HecaHKIITMOHUPOBAHHEIN TOCTYII;
obpazen; BBT — o6pazen; BoopyXKeHHs ¥ BOCHHOM TEXHUKH,
IJ1 UTP — npotrBoeiCTBHE MHOCTPAHHBIM TEXHHYECKHM Pa3BeIKaM;
1Is — nepconansHble JaHHBIE,
ITO - mporpaMMHOE 0OecreYeHue;
CAIIP - cucTeMa aBTOMAaTH3aLUK TPOEKTHEIX paboT;
C3U — cpeperBo 3amuTsl MHGOPMALIHK;
CVYB/I — cucremMa ynpasieHus 0a3aMH JaHHEIX;

T3U — TexHuueckas 3aiuTa HHQOPMALIHH.
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11. TepmuHEI 4 onpeaeIeHus

Jing uencit Hactosmeil KoHuermmy UCIONB3YIOTCS CIEAYIOIIUE OCHOBHBIC
TEPMUHEI U OIIpeJeICHMs:

aBTOMATHU3HpOBaHHAs chcTeMa (00paboTKH HHPOPMAIMH ) — OpraHA3a{HOHHO-
TEXHHYIEeCKas CUCTEeMa, MPESACTABRNIMIONAs coboll COBOKYITHOCTE B3aUMOCBSA3AHHEIX
KOMITOHEHTOB: TEXHMYECKHX CPeICTB 00pabOTKH M Ilepefayd NaHHBIX (CpencTs
BLIYNCTUTENBHOM TEXHUKH M CBA3ZH), METOOB U ajirOpUTMOB 0OpalbOTKH B BUIE
COOTBETCTBYIOIIErO IPOrpaMMHOT0 obecTieueHysl, MacCHBOB (HabopoB, 6a3) JaHHBIX
Ha pasIMYHBIX HOCHTENIX, IlepcoHana W IIoJb3opateliel, OOBbeJHHEHHBIX
10 OPTaHVM3ALHOHHO-CTPYKTYPHOMY, TEMATUYECKOMY, TEXHOIOTHYECKOMY HIIH
JpYruM TIpM3HAKaM JUIA BBIIONHEHUs aBTOMATH3HPOBAHHOM 0OpabOTKH HaHHBIX
C UeTpl0 YIOBIETBOPCHHS WH(QOPMAIMOHHBEIX TMOTpeOHOCTel mnoTpebuTelel
urhopmarpu, AC gBigeTcS Pa3sHOBUAHOCTHE) HHMOOPMALHOHHON CUCTEMEL,

ronopHoe obuiectBo — AO «OCK» — wopuaudeckoe JIHI0, KOTOPOe BXOIJUT
B HHTErPHPOBAHHYIO CTPYKTYpPY OOOPOHHO-IPOMBILUICHHOTO KOMILIEKCA M HMEET
BO3MOJKHOCTE OTPEIENATh PellleHHs, NIPUHUMAEMBIE OCTALHBIMU FOPHIHYECKUMHI
JTRLAMMU;

I'ocCOITKA — enuHplli TEeppUTOPHANBHO paclpelelIeHHEIH KOMIIEKC,
BKIIOUAIOINMA CHIBI M CPCICTBA, MNpeAHA3HAueHHBle [ O0HapyKeHWd,
npelyrnpekIeHAs W JIHKBUJALMM  TOCHEACTBHH  KOMIBIOTEPHEIX — aTaK
W pearupoBaHus HA KOMIIBIOTEPHBIE HHIIUAEHTEI;

JOKYMEHT — MarepualbHblii HocuTels uH(popMayy ¢ 3abHKCHPOBaHHOM
Ha HeM B mo6oit popMe urdopMaled B BUJIe TEKCTa, 3BYKO3allUCcH, H300paskeH
# (W) WX COYETaHWs, UMCIOMMHA  PEKBU3UTH, IIO3BOIAIOINME  €T0
HAEHTHGUIIIPOBATh, U MpeAHasHaveHubil 1yt nepelayr UHGOPMAHK BO BPEMEHH
U B IIPOCTPAHCTBE B HEJIIX e¢ 00IIECTBEHHOrO UCIOJB30BAHNSA U XPaHEHN

JOKYMeHTHpOBaHHas MH(popManus — 3adUKCHPOBAHHAS HA MaTepHAILHOM
HOCUTENE TyTeM HOKYMCHTHPORaHMS HHOPMALUS C PEKBH3UTAMHU, [IO3BOJIAIOILIUMU
OTNPeNIeTUTh TaKylo HHGOpPMalMI0, WIM B YCTAHOBIEHHEIX 3aKOHOAATENHLCTBOM
Poccuiickoit enepaniiy ciyyasax ee MaTrepUaibHbBIN HOCUTEE,

JOCTYI K HHOOPMAIMH — BO3MOXHOCTH TONydeHHS HHOOpMAaLHH U ee
UCTIOJIB30OBAHMS;

TOCTYIIHOCTE HH(GOPMAIMA — CIIOCOOHOCTh HHpOpManuu obecreunBarh
CBOEBPEMEHHBIH OecTpensaTeTBEHHBIA JOCTYII K Hell CyOBeKTOB, HMEIOIINX Ha 3TO
HaJJTexalIie IIOTHOMOYMS;

3almura  HMHGOPMAUMM — IIPUHATHE IIPABOBHIX, OPraHU3ALMOHHEIX W
TEXHHUECKHX MeEp, HANpaBIeHHBIX Ha: obecliedeHye 3aMUTH HHOOPMAMM OT
HENPABOMEPHOT0 JOCTyNd, YHHYTOXKEHHA, MOIMQUUHpoBaHUs, OIOKMPOBaHMS,
KOIMHPOBAHUs, TIPEAOCTABICHUS, PACIpPOCTPAaHEHMA, a TaKKe OT HHBIX
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HENPABOMEPHEIX JeliCTBUE B OTHOLIGHHM Takol wuHbOpMalmd; CcoOOAEHHE
KOH(UIEHITHATTBHOCTH MHGOPMAIMH OTPAaHUYSHHOTO JOCTYIIA; peanys3alliio 1paBa
Ha JOCTYN K uHdopManmu,

samunaeMas  wHbGopMauus — HHQOpMauus, SBISIOMAACA IPEIMETOM
cOOCTBEHHOCTH H IIOICKAINAs 3alUTe B COOTBETCTBUM ¢ TPEOOBAHUAMMY JIOKATBHBIX
nopmatueHEXx aktoB AOQ «OCK» umm TpeOOBaHMAME, YCTaHABIHBASMBIMU
coGCcTBEHHIKOM HHpOpMAIIHH;

MHOCTpaHHAS TEXHHuecKas pa3BelKka — JeATeNbHOCTE HWHOCTPAHHOIO
rocyaapcrsa Mo HOOBIBAHMIO pa3BelBIBATENLHOM WHPOPMAIUK €  [OMOLIBIO
TeXHHYECKHX CHCTEM, CPEJICTB U alilapaTyphl;

uHpoOpMalys — CBEJEHHs O JHIAX, NpeIMETaX, COOBITHAX, SBJICHHSX
U [poreccax, He3aBUCUMO OT (POPMBI HX TIPEACTABIICHNS;
HHbOpMalHOHHA 0e3011aCHOCTE — NIPOLECC obecricycHUs

KOHQUAEHIMAIBHOCTH, LEIJOCTHOCTH W JIOCTYIHOCTM MH(pOPMAaliH, a TaKxke
YCTOHYMBOTO (YHKIMOHUPOBAHMS MH(DOPMALHUOHHOM CHCTEMBI B YCIOBMAX
peanu3alum yrpos;

uHQPOPMAITHOHHAS MHPPACTPYKTYpa — B3aUMOCBSA3aHHAS COBOKYIHOCTB
UH(HOPMALMOHHEIX CUCTEM U IOICUCTEM,

UHPOPMAIMOHHAS CHCTEMA — COBOKYITHOCTh cojiepxaliielics B 6a3ax NaHHBIX
uHbopMany U 0GecIeYHBAIOMNX e¢ 00paboTKy MH(DOPMAMOHHEIX TEXHONOTHH
U TEXHUYECKUX CPEeZCTB;

UH(GOPMAIIHOHHEIE PECYPCHI — OTAENBHBIC JOKYMEHThL U OT/IENBHEIC MACCHBEI
JOKYMEHTOB, TOKYMEHTHl ¥ MACCHBEI JOKYMEHTOB, (aiiioB B HHQOPMAIMOHHBIX
cHcteMax (Oubnmorekax, apxuBax, (oHmax, OaHKax JMaHHBIX, OPYIHX BHAAX
UHGOPMALHOHHEIX CHCTEM);

nHbopMarmonHas  cbepa  (cpema) —  COBOKYNHOCTh — HH(pOpMaLUH,
MHPOPMAIHOHHON  MHQPACTPYKTYPHL,  CyOBEKTOB,  OCYIIECTBIAIOWMX  cOOpP,
GOpMHUpOBaHKE, DPACIPOCTPAHEHHE ¥ UCIONb30BaHHWe WHbOpMAlHK, a TaKKe
CHUCTEMBI PETVIMPOBAHHUS BO3HUKAMOIIMX IIPH TOM OOIIECTBEHHBIX OTHOIICHIH;

uH(OpMAIHA OTPAHWYCHHOro JOCTYNa — MH(OpMAIMs, TOCTYIl K KOTOPOH
orpannyed (enepaTbHBIMKU 3aKOHAMH HITH JIOKANBHBEIMHA HOPMATUBHBIMU aKTaMH
AO «OCK»; _

MHIUIEHT UHGOpPMAIMOHHOH 0e30NacHOCTH — OJHO MM HECKOJBKO
HEXeNaTeNbHbIX WM HeoKuaaHuex coOpiTuil Wb, xoTophle ¢ BBICOKOH CTEMEHBIO
BEPOSTHOCTH MOTYT IPUBECTH K KOMIIPOMETALUK B OM3HEC-TIPOLCCCax M CO3MAI0T
yrpo3sl A HHOOPMALMOHHOM 0€30MaCHOCTH,

kHOep6e30MacHOCTh — Mephl 0€30MaCHOCTH, TIPUMEHAEMBIC JUIs 3allUTEl OT
yA3BUMOCTEHM, BOZHHMKAIOIMMX B pesysibTare HeHAIeKaIed 5BKCIulyaralliy,
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HHTErpanuy, o0CIyKMBAHUS U [TPOEKTUPOBAHUS KOMIIBIOTEPU3UPOBAHHEIX CUCTEM,
H OT TIpeHAMEPCHHBIX M HETpeHaMepeHHbIX yrpos Hb;

KOMIBIOTEPHBIH MHOUAEHT — BuA nHUMzeHTa Mb, daxkt HapylleHUs HIIN
npeKpailieHus  PYHKUMOHUPOBaHUS WH(GOPMAIMOHHOH CHCTEMEI, HapylleHus
HesonacHocTi oOpabaThiBaeMoil MH(GOpPMALMM, B TOM YHCHE IPOM3OIIEIINiA
B pe3yJIbTaTe KOMIILIOTEPHOM aTaxy;

KOHOUACHIIHAILHOCTL MHPOPMALIMH — 00s3aTeNbHOE 1S BBITIOTHEHUS JIHLIOM,
IMOYUMBIIUM JOCTYI K ONpe/elicHHON uHbopMauuy, TpeboBaHHe He IepefaBaTh
TaKyio UHOOPMALIMIO TPETHEM JTHLIAM 6¢3 COTIacHs ee 0BIalaTels;

HECAHKITHOHHUPOBAHHEIN JOCTYN K MH(OPMaLHH — JOCTYH K HH(pOpMaIUW,
HApYINAIOIOUil TpaBuia pasrpaHHuYeHHs AOCTYIa C HCIOJIb30BAHMEM INTATHBIX
CPeNCTB, TIPEAOCTABIIAEMBIX CPENCTBAMH  BBIYMCIUTENBHON  TEXHHKH HIH
ABTOMATH3HPOBAHHEIMH CUCTEMAaMU;

oGnamaTens HHOOPMALHH ~ JIUI0, CAMOCTOSTENRHO Co3/laBLiee HHGOPMAaIHIo
Aubo TTONYYMBIIIEE HAa OCHOBAaHMM 3aKOHA WM JAOTOBOpA IPaBO paspellarh HIH
OrPaHMYHBATH JOCTYI K HHQOPMALUH, ONPEAETIeMoi 10 KakuM-TH60 IpH3HaKaM;

obmectea I'pynnel OCK (o6imectsa) — obuecrsa, 38 kotropeix AO «OCK» B
CHITy TIpeoONTafiaioiero y4acTds B MX YCTABHBIX KANHTAIAX U B COOTBETCTBHH
C 3aKIIIOUEHHBIMH MEXIY HHMH JIOTOBOpPaMH J00 HWHBIM 00pa3oM HMeeT
BO3MOYKHOCTD BIIHATH Ha IPHUHUMAEMBIC 3THMH OOLUECTBaMH pelIeHUs B 00nacTH
HAYYHO-TEXHHYECKOH, UHBECTUIIMOHHOM, MIPOU3BOJCTBEHHO-TEXHHUECKOMH,
(bHHAHCOBOH, IIEHOBOM, COBRITOBOH, cOLMANBbHOH M KAJIPOBOHW  IONHTHKH
B COOTBETCTBUH € 3aKOHOAATENLCTBOM Poccuiickoll Mexepaniiv M yupeauTeIbHBIMA
NOKYMEHTAMH YKa3aHHBIX OOILECTR;

0OBeKT 3aImUTel — OO0O0OINEHHOE IOHATHE, HCIONIb3yeMoe B HacToAuleH
Konnenuuu ansg o6o3HaueHuA 00BEKTa, B OTHOILEHUN KOTOPOro OCYLIECTBIISIETCS
JesTeNbHOCTE Mo 3aimuTe MHpopManumd. K TakuM 0O0BeKTaM OTHOCATCA:
urbopmaryg, THPOPMALIMOHHEIE CUCTEMBI, TEXHHUYECKHE CPEJICTBA, IPOrpaMMHOe
obecrieueHne, CpelcTBa 3amuThl MHGOPMALHY, IIOMELWEHUs B APYIHe OOBEKTHI
KaIlTUTasIEHOIO CTPOUTENILCTBA;

00BEKT WH(OPMATHU3AINE — COBOKYIHOCTH HH(POPMANMOHHBIX PECYpPCOB,
CPEACTB M CHCTeM O0OpaGOTKH HWHGOPMALEH, HCIIONB3YEMBIX B COOTBETCTBHH
¢ 3aaHHOl mHPOPMAlMOHHOM TeXHONOrHel, cpencTs olecneueHHs OOBEKTa
HH(OOPMATH3AIUH, TOMEIICHUH UM OOBEKTOB (30aHHH, COOPYKEHHH, TEXHUIECKUX
CPEeNCTB), B KOTOPHIX OHHM YCTAaHOBJIEHEl, MIH INOMEIIEeHHsA H OOBEeKTH,
npeIHa3HAYSHHRIE SIS BejleHUs KOH(HIeHIKABHBIX IIEPETOBOPOB;

obvexr KWW -  wuHbopManMoHHAs  cHCTeMa,  HHQOPMAIHOHHO-

TERCKOMMYHHKAITHOHHASA CETE, ABTOMaTH3HPOBaHHAS CHCTEMA YITPABJICHIA Cy6'b€I{Ta
KIH;
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OXpaHsieMbIe CBEIIEHUS — CBEICHHs, COCTABAIOIILE TOCYJApPCTBEHHYIO TaliHy,
CBSA3aHHEIE C CO3/IAHHACM, DKCIITyaTallell U nukBuayeit oopasna BBT vnm o6bexTa
KanyTajIbHOIO CTPOUTEBCTBA, KOTOPHIE MOT'YT OBITE IIOIYUYEHH B TIPOIIECCe BEEHHS
HTP;

HPOTHBOJICHCTBHE HHOCTPAHHBIM TEXHUYECKUM paszBelKaM — JIESTeNLHOCTE,
HAlpaBJieHHAsS Ha MCKIIOYEHHE WIH 3aTPYyAHCHUE TIONYUEHHs HHOCTPaHHBIMH
TEXHUYECKHUMM Pa3BEIKaMH OXPaHSIEMBIX CBEJICHMUIA;

coOBITHE uHGOPMAaIOHHOM Oe30macHOCTH - BBISIBJIEHHOC
(MaeHTHOUIIIPOBAHHOE) MOABICHHE ONPENETEHHOr0 COCTOSHUS CUCTEMBI, CEpRUCA
WA CETH, YKA3bIBaIOLEe Ha BO3MOXHOE Hapylle¢HHe NOIUTHKH oGecrieuenust Wb,
OTKa3 3alIMTHBIX Mep WM BOSHHKHOBEHUE paHee HEW3BECTHOM cuTyauuu, KOTopas
MOXET UMETh OTHOIIEHHE K Bonpocam Ub;

CPelCTBO 3amMTHl HHGOPMALKMM — TCXHUYECKOE, NPOTPaMMHOE CpEJICTBO,
BEIECTBO H (WIM) MaTepHall, pe/Ha3HAYCHHBIe WIIH UCTIONB3YEMBIE JJIs 3Al0HTEL
WHbopMauuy;

cybnexTer KM — rocyjapcTBeHHEIE OPraHEl, TOCYIAPCTBEHHBIE YUPEXICHHS,
POCCHHCKME IOpHIUYECKHE JMNAa W (WIK) WHAWBHAYAIBHEIE IIpelipuHUMATENH,
KOTOPHIM H4 IIpaBe COOCTBEHHOCTH, apeHJIbl WM Ha HHOM 3aKOHHOM OCHOBaHMH
[IPHHATIEKAT HHQOPMAaIOHHEIE CUCTEME, UHPOPMALIOHHO~
TEJIEKOMMYHHKALOHHEIE CETH, AaBTOMATU3MPORAHHEIE CHUCTEMBI YIIPABICHM,
pynxuMoRMpyIole B cdepe 3IAPABOOXPAHEHUA, HAYKM, TPaHCIIOPTa, CBS3H,
IHEPTeTUKH, TOCYJApPCTBEHHON PErHCTpalii TIpaB HA HEJABIDKHMOE UMYIIECTBO M
CHENOK ¢ HUM, 6aHKOBCKoH cdepe U UHBIX cdhepax UHAHCOBOTO PHIHKA, TOIIHMBHO-
IHEPrETHYECKOro KOMIINEKca, B 00JIacTH aTOMHOH dHeprHH, 060pOoHHOH, pakeTHO-
KOCMHYECKOH,  TropHOZOOBIBaroliel,  METAIIYPrHYECKOod M XUMHYECKOH
NPOMBILICHHOCTH, POCCUKMCKHE OpUIUYecKue Huua u (MIH) WHIUBHLYAIBHLIE
NPEANPHHMMATENIH, KOTOPEIE OOECIIEUNBAIOT B3aNMOJECHCTBIE YKA3AHHBIX CHCTEM
WA CETEH;

TCXHMYecKas  3ammra  uaGopMmanud  ~  obeclleveHue  3alIUTH
(HexpunTorpaQu4ecKuMy MeToflaMM) HH(pOpPMAluyt OTPAHUYEHHOIO JAOCTYyIa,
NPEJIOTBPALICHHA €€ YTEeUKM I10 TEXHUYECKUM KaHajlaM, HEeCaHKIMOHHPOBAHHOIO
AOCTYNAa K HeHd, CHOelManbHBIX BosfeHcTBMH Ha uHQOpMaAlMo  (HOCHTENIM
yHGOpMAIHY) B [eAX €e JOOBIBAHHs, YHHUTOKEHUs, HCKKEHHS U GIIOKNPOBAHM
JocTyna K Hel Ha Tepputopud Poccuiickoli ®enepanyy;

yrposza 0Oe3omacHOCTH HH(OpPMAalUMM — ciydaiiHoe (HEYMEBIILIEHHOE)
WIIH TIpefiHaMePEHHOE (3MOYMBILILIEHHOE) Bo3aeHCTBre, NPUBOIAIIEe K HAPYINEHUIO
LEJIOCTHOCTH, JIOCTYHHOCTH 17§ KOH Y IEHHHATEHOCTH nHboOpMaLHH

WIH  TIOfJepKuBatOMe  e¢  HHOPACTPYKTYpHl, KOTOPOE HAHOCUT  YIuepd
COOCTBEHHHKY, PACIOPAAMTENIO HIH [ONB30BaTeNifo uHMOpMAIMU. DTO Tarke
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MOTEHUHAILHO BO3MOXKHOE COOBITHE, HEHCTRHE, TPOLECC WIM SIBJCHHE, KOTOpoe
MOMKET NPMBECTH K HAPYIIEHHIO KOHPUACHITUATFHOCTH, IIEJIOCTHOCTH, JOCTYITHOCTH
MHGOPMALIMH H HEPABOMEPHOMY €€ THpaXXupoBaruio. Kpome toro, ato hakTop uim
COBOKYITHOCTD (PAKTOPOB, CO3IAIOMIMX OMACHOCTh PYHKIMOHUPOBAHHIO U PA3BUTHIO
HH(OPMALIUOHHON CPEHI;

YPOBEHB 3AUIATHI (KJIAce, KATeropwus 3allliIIeHHOCTH) - XapaKTePHCTHKA,
ONUCHIBAEMAs] B HOPMATHBHEIX JOKYMEHTAX ONpelerieHHol rpynnoi TpeboBaHmi K
JAHHOMY KJIACCY ¥ KATErOpHH 3all[HIleHHOCTH;

yA3BUMOCTE ~ HH(POPMAIMOHHOM  CHCTEMBI ~—  HEIOCTATOK  CHCTEME,
HCIIONE30BAHUE KOTOPOI'O MOKET IPHBECTH K peanusauu yrpos Ub (HaHecTH yiiepd
HHPOPMAHOHHOMN CHCTEME);

lleneRasl  KOMOBIOTEpHAs araka —  LeJleHAmpaBieHHoe  BO3JelcTRHE
3I0YMBIIIVIEHHUKOB HA HHGOPMAIMOHHYIO CHCTEMY C I[OMOILIBIO IIPOrpaMMHO-
anmapaTtHHIX ~ CPEACTB B LENAX  HapylleHHs WIH  IpeKpallleHus  MX
QYHKLIHOHMPOBAHMS. WJIM  CO3JaHHS Yrpo3bl GezomacHocTH o6padaThiBacMoil
uHbopMaLY;

NeNoCTHOCTE  MHGOPMAIldM — CBOMCTBO HHGMOPMANHM, IPH KOTOPOM
OTCYTCTBYET JIH0O0€E €€ H3MeHeHHeE (10 OTHOIIEHHIO K HEKOTOPOMY (GHKCHPOBAHHOMY
COCTOSHMIO MHMOPMALMK) JUO0 OHO OCYIUECTBISICTCS TOJBKO MpeJHAMEPEHHO
cyOheKTaMK, HMEIOLIMHE Ha HETO MPaBo.

111. O0mue moJoKeHHS

Konnermius nadopmarpontoit 6ezomacHoct AO «OCK» u obiuects I 'pyninnt
OCK (manee — KoHrenus) mpeAcTaBisgeT coO00H NPUHATYH) E€IHHYIO CHCTEMY
parisitos Ha pemenue B AO «OCK» m obuecrsax I'pymnsr OCK npobrem
obecrredeHus UHPOPMALIMOHHOI 6€3011aCHOCTH.

Konuenuus NoAneXkuT obs3areapHoMy npuMmedHeHuto B8 AO  «OCK»
i obmectBax [pynns OCK, KOTOpBIE ITPUCOSAUHUIUCE K HEMY MyTeM MPHUHATHS
COOTBETCTBYIOIICIO pEIIEHHS ENUHOJMYHBIM OpraHoM yIIpaBjieHus oOlIecTBa,
HMEIOIMM HeoOXOJUMEIe TONHOMOYHS COIVIaCHO HOpPMaM 3dKOHOJATENbCTBA
Poccriickoit denepanny U yupe UTENBLHEIM JOKYMEHTAM. |

AO «OCK» sBusercd HMHTETPHpPOBAHHOW  CTPYKTYpoit  ofoponHo-
NPOMEILUIEHHOI'0 KOMIUIEKCa, AKIHMOHEGPHHEIM OOIIECTBOM € TIOCYHAPCTBEHHBIM
ygacTHEM, KOMIIAHHEH XOJJIMHIOBOIO  THUMNA, OOBEOHMHAIOILEH IIPOEKTHO-
KOHCTPYKTOPCKHE Oropo, CYJIOCTPOHUTENBHEIE, CYJIOPEMOHTHEIE,
MaIHMHOCTPOUTENIBHEIE, BJIEKTPOTEXHUYECKHE H JAPYTHe IPeilpUsThs, B LEIOM
yuacTBYIOHmIME B paboTax 1o co3jaHuro obpasio BBT B paMkax BEINONHEHHA
3a7laHnit TOCYIapCTBEHHOTO 0OOPOHHOTO 3aKa3a M CYIOB IPpakIaHCKOTO HA3HAYEHUS,
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Ha ocuosanuu Vkasa [Ipesupenta Poccuiickoit ®enepanuu or 9 oxradps
2023 . Ne 753 «O6 yrpaBieHHH HaXONAIMMUCH B (epeparbHoll coOCTBEHHOCTH
akuMsiMd  akiHoHepHoro  obmectBa  «OOBEOUHEHHAs — CYAOCTPOHTENBHASL
Kopropaumsay cro nporenros akimmi AO «OCK» mepefanbl B HOBEPUTENBHOE
yrpasienue banky BTb (11AO) cpoxom Ha ATk JIET.

B Konuemuuu wu3noxensl ofuue cpoiicrsa uHQOpMauoHHOH cdeprl
AO «OCK» u o6mects I'pynnet OCK u 00bex1oB 00ecnedeHus HHPOPMAIMOHHOH
$€30IIaCHOCTH, ONpeJielieHBl  OCHOBHEIE Yrpo3pl  0e30nacHoCTH  HHpOpMAaIuHy,
IPUHIATIET  OPraHu3allii MEPONpUATHH MO ee 3alure, OCOOSHHOCTH 3allHTHI
pasMYHBIX BUIOB TakH.

Hacrosamas Konnenmust paspaboTaHa B COOTBETCTBHM ¢ TpeDOBaHMAMHU
3aKoHoaTenseTBa Poccuiickoit @emepaluy o 3aulMre pasiHYHBIX BHIAOB TaiiH,
HOPMATHUBHEIX TpPaBOBBEIX aKTOB B 00nacTH HHGOPMALMOHHOH 0e30macHOCTH,
PYKOBOIAIIMX ¥ HOPMATHBHO-MeToaHYecKuX fokyMentoB PCTIK Poccun u OCh
Poccuu.

CucreMa  B3MIAAOB,  M3IokeHHas B KoHuemmmm, — Gasupyercs
Ha KaueCTBEHHOM OCMBICJIeHHH BonpocoB UMb, He aiieHTUpyer BHHMAaHUE
Ha KOJMYECTBEHHOM aHAJM3e PHCKOB U 0GOCHOBAHMM 34Tpar, HEOOXOJMMBIX
VIS 38U TEl MHBOpMAITUH.

B Konnemimu He paccMaTpHBaKOTCS BOIPOCH OXPAHLI 3[aHKMH U HOMEIIECHNH,
o0ecleYeH s UX COXPAHHOCTH U BH3UUCCKON LETOCTHOCTH, 3AL[UTEl OT CTHXHAHBIX
OelcTBHiL, cO0eB B CHCTEMax DHEProcCHaA0KEHUS! U [PYyTHe BOIPOCHl, KOCBEHHO
BIMsIOIIKE Ha obecrieyenye Hb.

Tonoxenus Konuennuu agpecoBannl pabotHukam AO «OCK» u o0ects
Ipymnet OCK, sassmmM Ha ce0s obssarenbcrBa JHOO 00A3aHHLIM [0 CBOEMY
CTATyCy HCIOJHATh (YHKIMOHAN [0 OpraHM3alliy, OCYINECTBICHUIO M
obecreueHrIo 3aluTh HH(pOpMayH.

Peurenue 3axau obecneueHns nHpopMaiponHoii 6ezonacnocti B AQ «OCK»
u obmectrax I[pymmpl OCK pocruraercs yTeM (QOPMHUPOBAHMS CHCTEMEI
JIOKaNbHBIX ~ HOPMATHBHBIX aKTOB W OPraHM3alUuOHHO-PACTIOPATUTENBHEIX
JIOKYMEHTOB 110 3allliTe HHGOPMalMH, pa3pabaThIBAeMBIX ¢ YYETOM IIOJIOMKCHUN
Hacrosiei KoHllenuun 1 He mpoTHBOpEYaIluX UM,

IV. OcobeaHOCTH HHPOPMALHMOHHOM cdepbl

Undopmarmornas chepa AO «OCK» u obmects I'pynmei OCK mmeer
clie[yIolpe 0COOEHHOCTH:

a) Ha OYHKIMOHHPOBaHHE WHOOPMALMOHHOA cpe/ibl OKA3BIBAOT BIHAHUE
CIEAYIONIIEe 00CTOATEIbCTBA!
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HajHuhe YIPaBiIdioleil KOMMaHUM (TOJOBHOTO oflnecTsa) H OONBLIOTO
konugecTra obiectr I'pynns OCK;

pacrnpeeNleHHOCTE 001ecTs 110 TepprTopHH Poccuiickoit Mefeparipi;

pasfelieHde  0oOeCTB 0 CHENMalM3allMy:  HPOEKTHEIE  OIOpo,
CYAOCTPOMTENBHEIE, CYAOPEMOHTHBIE U HHbBIE OpraHH3aLii;

BEICOKAsA HHTEHCHBHOCTE MH(OPMAIMOHHEIX TIOTOKOB KaK BHYTpH oOOIIECTB
Ipymust OCK, Tak W ¢ BHEIUHUMM a0OHEHTaMU (OpraHamMH — BIIACTH,
FOCY/IAPCTBEHHEIMA W KOMMEPYECKUMH  POCCHICKMMH M 3apyOeKHBIMH
OpPraHu3alMsIMH);

0) uHGOPMAIMOHHBIC TOTOKM C BHEIIHHMH OpraHaMu ¥ OpraHu3alusiMu,
MeXAy OOImecTBaMM M BHYTpM HHX 00pa3yloT ejuHoe WHPOPMAlMOHHOE
IPOCTPAHCTBO, B KOTOPOM HUPKYIUpPYET HHGOpPMAUUA, B TOM YHCIE cOlepKariast
CBE/ICHUS], COCTABIAIOINNE PasNHYHbIe BUIB! TaliH, H IPHHAICKAINA PA3ITUHBIM
obnanarensM HHPOpPMALIUY;

B)B  ofmecTBax  LUpKyIMpyer,  oOpabaTelBaeTcs M XpaHHTCH
TIPEMMYILECTBEHHO CIEAYOmmasn HHQOpMALius:

urdopMaIig, cojepikaiias CBEICHHs, COCTABIAIONNE TIOCYAAPCTBEHHYIO
TaliHy, — B CBS3M C [IPEIOCTABICHHEIM 00IIECTBAaM IIPABOM Ha OCYIIECTBIIEHUE paboT
C UCTIONB30BaHHEM CBEZIEHNU T, COCTABIISIIOMINK TOCYAAPCTBEHHYIO TalHY;

urdopMary, couepikalas CBESHHs, COCTABISIOMME CIYKeOHYIO TaiHy
OpraHoB rocyAapcTBeHHol Bractu Pocculickoit Qenmepariii, — B CBI3U ¢ yUacTHEM
OOIECTB B HCTONMHEHHUH OTACNBHBIX MOCYIapCTBEHHBIX (YHKIINH;

undopMarMs, cojepikalias CBENEHHs], COCTaBIAIOIME ClyxebHyo TaiiHy
B 06nacTd OGOpOHBL, — B CBf3M C y4acTHeM OOIIECTB B HMCIONHEHMH (GYHKIMH
10 OpraHM3alMi ¥ pealu3alid  MepoInpHaTHi B o0sactd  OOOpPOHHL,
pacrpocTpaHeHIe KOTOPBIX MOXKeT HaHecT! Bpea Pocculickoit Denepailiy;

usopMar, cojepxKalas CBelAeHHs, COCTARIIOMIME KOMMEPYECKYIO TalHy
(kax coOcTBeHHO OOIEeCTB, TAK M MHBIX OpraHU3ailiil), — B CBA3M ¢ AESTEIBHOCTHIO
Ha pBIHKE TOBApOB (paboT, yeIyr);

uHpOpMAaIHs, COoIepHalasl OTHENbHEE CBelleHUAs O (QU3UYECKHMX JMIAX, —
B CBSI3M ¢ HEOOXOIUMOCTBIO 0O6pabOTKY M1€PCOHANBHEIX [alHbIX;

uH(oOpMaIisd, He OTHECEHHAs K HHGQOPMalLMH OrPaHHYEeHHOIo JIOCTyIla,
ACHONL3YeMas B X0JI€ OCHOBHOM AesTETBHOCTH OOIIECTB (B TOM HUCIE YIIPaBICHHS
TEXHOJIOTMYECKAMY,  TPOU3BOICTBEHHBIMH WM  MHBIMM  [IPOIECCAMH),
HEOrpaHMUYEHHOE PACTPOCTPAHEHHE WIH MOIHQMKXaUMs KOTOPOW MONKET CO3MHATH
yrpo3bl HHGOPMAIMOHHON 6e30TacHOCTH, HapylleHus GyHKiroHupoBanus HC,
(pusrueckoii GezonacHocTH 00MIECTB, HAHECTH PeyTaUMOHHbIH WM HHON 3HAMMMBIH
yiepb. K Takoi wHGOOPMAIMH MOTYT OTHOCHTBCS: COOOIIEHMS (@pXUBEI)
3JIEKTPOHHOM MouTHI, TeNlehOHHBIE CIIPABOYHHKY, CBEEHHS O JOTOBOPHOHA padore,
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HCIIONB30BAHMY  POU3BOJCTBEHHOTO MW TEXHOJOTHYEcKoro  obGopynoaHus,
9KOJIOTHYECKH BPEJIHBIX IPOM3BOACTBAX, ARAPUIHO-OMACHBIX HIH B3PHIBOOMACHBIX
00BEKTAX, CTPYKTYpax, MPOrpaMMHO-alllIapaTHRIX cocTaBax W nonesosareisx HC,
a Take MHpOpMALMs, UMPKYAHMpPYIOMAad B CPEACTBAX 3allATEL HMHGbOPMalMU
1 cpelicTBax (hU3NUECKOH 3aIllHUTH;

HHas oOLICc[oCTyNHAsS HHPOpPMANUA — B CBSI3M C HEOOXOIOMMOCTBIO
HCIIONB30BAHUS B JESTEILHOCTH OOIEU3BECTHRIX CReJIeHHI 1 WHOH MHpopManuy,
JOCTYII K KOTOpPOI He OrpaHHyueH 3aKoHoAaTenbeTBOM Poceniickoi deaepanui;

) cyObekTaMK MpaBOOTHOINEHWI B HHGOpPMaUMOHHOH cQepe 0OIIecTs,
Oynydn obIafaTensMH  UEPEUNCIEHHBIX  OCHOBHBIX  BUIOB  HHpOpMAnuu
OrpaHUveHHOTO JOCTYIIA, SABIIIOTCA:

Poccuiickas deneparus, CYOBEKTH Poccuiicko#d Oenepanuu,
MyHUIHTIATBHEIE 06Pa30BAHHS COOTBETCTBEHHO YEPE3 roCy/lapCTBEHHEIE OpraHbl, HX
NOJABEAOMCTBEHHBIE  OPraHH3allil, OpraHel  MECTHOIO  CaMOYIpaBJICHHA,
MYyHULAMTATBHEIE  OpraHu3aliy  Kak objajaTenid HHQpOpMAaLuu, COAepIKarieh
CBEJCHHS, COCTABILIOLIME TOCYIAPCTBEHHYIO, CIYXKeOHYI0 TaliHy M CIyXKeOHyro
TaitHy B 00macTi 060pOHSI;

JOpUIMUECKUE JIMIA, B TOM UHCIe o0IecTBa Kak obnajarend HHOOpMAIWy,
coepKalneii cBeicHsl, COCTaBIAIONe KOMMEPUECKYIO TalHy;

duzuHecKue Nuna Kak cyObeKTH IepCOHANBHEIX JaHHBIX;

J) BBITESIOTCS JiBa BUIa OOBEKTOB HUH(OpMATHU3ALKK, HCIONB3YEMEIX Iis
obpaboTkn  (o6cyxkaeHHs) WHOOPMALUK OrPaHHUEHHOro NOCTyHa: OOBEKTHI
BEIYUCJIUTENLHON TEXHMKH M TaK HA3BIBAEMEBIC BBIJIC/IEHHBIE (3alIUIIAEMBIE)
[IOMEILEHU.

K o6bekTaM  BBIUMCHHTENBHOM  TexHWKH  orHocaTcss: AC, HC,
ABTOMATH3HPOBAHHBIC pabodne MecTa, BBIYUCIIUTENBHEIE CETH H CHCTEMBI TIepenayn
JIAHHEBIX, CPEACTBA H3TOTOBJIEHUS H PA3MHOXKEHHUS JOKYMEHTOB H IPYTHE OTJEIIbHEIC
CpEJICTBA BHIMUCIIMTENIBHOM TEXHUKH, BEIIONHAIONME CAMOCTOATENBHBIE (BYHKIUM
obpaboTku nHGOpMAaIMH.

K BozeneHHbIM (3alIHIIaeMbIM) [OMELUCHMSIM OTHOCATCS TIOMEINEHH
(cnykeOHBIe KaOWHETEI, NEeperoBOpHEIe KOMHATHL, KOH(EPEHII-3albl), CTENHATBHO
npelHasHaueHHsie Juisi  OOCY)KAEHHA MM BOCIIPOM3BENEHHA HMH(MOpMAUM
OrpaHHYEHHOTO OCTYIA, B TOM YHCIE ¢ HCIOJB30BAHUEM TEXHUYECKHX CPEJCTB U
CHCTEM (CPENCTR CIELHATIEHON CBA3H, CHCTEM 3BYKOYCHIIEHHS H HHBIX);

e) mcxons w3 monoxkeHufl depepankHOro 3akoHa or 26 mona 2017 T
No 187-®3 «O 6e30MacHOCTH KPUTHUYECKOH HHQOPMalHOHHOR UHQPacTpyKTypEl
Poccuiickoii ®@egepannm» GONBIIMHCTBO 00uecTs spmsnoTes cyObexTamMu KM u
HCTIONB3YIOT B cBoeil gestensioctd oovektsl KHMM, k koTopeiM MoryTr ObITh
OTHECCHEL:
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JIOKaIbHBIE BEIYHCIUTEIIBHEIE CETH;

HC, npenHa3HadyeHHBIC Jiid pa3pabOTKH M XpaHEeHHd KOHCTPYKTOPCKOM
JIOKYMEHTALUH;

UCTIBITATENBHEBIE CTEHbI;

CHUCTEMBI [P POBOTO MOJACIUPOBAHM;

HUC yrpapneHds XO3SMCTBEHHOH JCATENLHOCTBIO, peaiM3yrolide (yHKIHHI
crpareruueckoro mnasuposanus (BPM-cuctempl, OLAP-cucreMsr),

UC yripaBneHus pecypcami, IO3BOISIIOIIME OCYILECTBILITE IIIAHHPOBAHKE,
y4eT 1 aHanu3 pecypcos (ERP-cucteMsr);

HC, obecrieudBarolie YIpaBlCHUE JKU3HEHHBIM LUKIOM [IPOJYKIMH
(PLM-cucremsr); "

HC yrpasiieHist IpOM3BOACTBEHHEIMU pecypcaMy B XOA€ TEXHOJOTHYECKOTO
nponecca (MES-cucteMBl);

AC, obecrieudBaroIie KOHTPOJNb W (MIIM) YIOPABJICHHE TeXHOIOTHYECKUM
¥ (HJIK) TIPOM3BOACTBEHHBIM 000pyNOBaHHEM (UCHIONHUTENLHBIME YCTPOHCTBAMH)
H pCANM30BAHHBIMH Ha HEM TEXHOJNIOTHYECKUMH WIH IIPOH3BOACTBEHHBIMU
nponeccamu (SCADA-cHCTeMEL, pacIpe/ieICHHRE CHCTEMBI YIIPABIICHU);

HH(GOPMAIMOHHBIE (aBTOMATH3UPOBAHHEIE) CHCTEMBl YIPABIECHHS CTaHKAMH
C YUKCIIOBEIM [IPOrPaAMMHEIM YIIPaBJICHHEM.,

B obwexrax KHUM Moryr IUMpKYJIMpOBaTh JUOOBIE BHIE HHOOPMALHH,
TICPCUNCIEHHBIE B TIYHKTE «B» HACTOALLEIO pasfiena;

%) B CBA3H ¢ MPOU3BOACTBEHHOH HeoOxoauMocTeio MHorue MC obmects
ABISIOTCS TEPPUTOPHANIEHO paclipe/ielieHHBIMH, MMEIT CIOXKHYIO apXUTEeKTypy H
HCHIONB3YIOT CETH CBA3M OOIIEro mojn3oRanud. B uHTepecax peanlnsalud OH3Hec-
npoltecco ¥ MC opraHu3oBaH yHaleHHBIH JOCTYI M3 BBIYHCIIMTENBHBIX CeTeH
060COOJIEHHBIX TOApasieNeHuit U OTAENLHO pacrnonoxeHHeX APM paboTHHKOB
o0I11ecTB, a TaKKe CTOPOHHUX OpraHu3alliid B paMKaxX BBIIOJHEHHS JOTOBOPHEIX
OTHOILIEHUI;

¢) 8 GonpluuHCTBe MC 0OIIECTE UCMONB3YIOTCS CPEACTBA BEIYHUCIHUTENBHON
TEXHHUKH, CHCTEMHOE U TpuiaaHoe 11O MHOCTpaHHOro NpoH3BOICTBA. BBeAeHHbIE
caHkIuy B oTHoIeHHH Poccufickoii Mezepaliud NpUBENH K OT3LIBY JIHIEH3HH H
(MNK) TpEKpAIEHNI0 TEXHUYECKOH NOAAep KK MMIOPTHEIX 110, BEIYHCIHTENBHOMI
TEXHUKH, CETEBOI'0 00OpYHOBaHUS, CPEACTB 3alMTHl HHPOPMAlUH, YTO MOXKET
IIPUBOIUTE K MX IIONHOMY OTKIIOUEHUWIO HJIM IOCTOSHHOM Herpajialiudl YpOBH:
3AIUTH K3-33 OTCYTCTBMA OOHOBNeHu# OesonacHOCTH. C  APYroH CTOPOHEL,
pofioJbKeHe TexHuYeckoH nopuepxky (obHoeneHua IIO) wuHOCTpaHHBIMU
OpranusalMsaMH CO3IaeT PUCKU BHEAPEHHS BPeOHOCHOTO KOJIA ¢ JECTPYKTHBHLIMH
HOC/IEACTBUAMMU.
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V. ¥rposst uHgopmauorHoi 6e30nacHOCTH

Tlo HampaBAEHHOCTH BO3ACHCTBHS Yrpo3sl HHPOPMAMOHHOH Ge30macHOCTH
AO «OCK» n obwuectram I'pynnel OCK nogpasgensrorcs Ha yrpo3sl, HapyIIatonue:

KOH(PUIACHIUANBHOCTE HH(OpMALINY;

eJIOCTHOCTD HHpOpMALIUY;

AOCTYIIHOCTh HH(OPMAIHH.

B uH(oOpMalMOHHEIX CHCTEMaxX HapyllleHHe IOCTYTHOCTH WH(hOopMaIuM
MOJET MPOABIIATHCS B BUAE:

OTKa3a B IPeJOCTaBNCHUN HHbOpMALuK (B 0OCITyKUBAHUN );

HapylieHUS QyHKIMOHMPOBAHMS CHCTEMBI, CO3JAHMS HEIUTATHHIX PEIKUMOB
paboThI MPOTPaMMHO-ANIAPATHEIX CPECTBR;

HECAHKIMOHUPOBAHHOTO HCIIONB30BAHUS CUCTEMEI.

ITo crenenn Bo3geHcTBUS Ha WHQOPMALMOHHYIO cpely  YTPO3Hl
TIOJIPa3IeNAI0TCd Ha TACCUBHBIE M aKTHBHBIE. Ilpu peanu3alvy MacCHBHBEIX YTpo3
CTPYKTypa H  cojepiaHue HHOOPMAIMOHHOM Ccpelbl HE  U3MEHSIOTCH,
TIPH OCYIIECTBJIEHNH aKTHBHBIX YIPO3 Takue W3MEHEeHH TIPOHUCKO/SIT.

ITo Tumy MCTOYHHKa YTPO3bI [TOIPA3AENAIOTCA Ha:

AHTPOTIOTE€HHEIE, 00ycIoBNieHHEIE IpeIHaMepeHHEIMHI HIIH
HeTpeAHaMEePEHHBIMY AeHCTBUSAMM YellOBEKa;

TEXHOTE€HHKE, OOYCIOBJIICHHBIE TEXHWUECKUMU CPENCTBAMH B IIPOLIECCE
TEXHOKPATUIECKOH NeSTeTbHOCTH YeIOBEKa;

CTUXUIHEIE, 00YCIIOBIEHHEIE TIPHPOIHEIMU SIBICHUSIMU.

ITo pacmoioxeHHI0 HCTOYHHKA YTPo3 10 OTHOUIEHHIO K HHGOPMaIHOHHOM
cpezie yrpo3kl IoApa3AeNaioTcs Ha BHEIDHHE U BHYTPEHHUE.

BHeINHUMH UCTOUYHHUKAMH YTPO3 MOTYT OBITE!

HEATENIBHOCTE MHOCTPAHHBIX TOCYIApCTB, MHOCTPAHHBIX H OTEUeCTBEHHBIX
OpraHu3aLuii;

JesITeNnbHOCT:  (DU3MHECKUX JIMI, B TOM YHUCHC (U3MYECKHX JIWI,
00BbeIMHEHHAIX B He(opMasbHbIe CO0GIecTBa (MPYIIIBI, XaKepekue IPYNIHPOBKH);

JNeHCTRIS KPUMHUHAIBHEIX CTPYKTYP;

HOPUPOAHBIC CTUXUAHEIEC ABIEHUS M TEXHOTCHHBIC KATacTPOdEL

BHyTpeHHIMM HCTOYHUKAMHU YTPO3 ABJISIOTCS:

HapylieHus pabOTHUKAMH YCTAaHOBIGHHBIX MpaBun cBopa, oOpaboTku
 fiepesady HHpOPMALMK M UHBIX Tpeboranuit Ub;

OHIMOKH 0OCITYKHBAIOUIETO TIEPCOHANA;

OTKa3hkl M HEUCHPABHOCTH (cOOM) TEXHUHYECKUX W IPOTPaMMHBIX CpPEACTB
06paGoTKH, XpaHeHH s, TIepelad JaHHBIX U 3aIlHThHl HH)OPMAIHH;

OTKa3bi ¥ HEMCIIPABHOCTH TEXHHYECKUX K FIPOTPAMMHBIX CPEACTB KOHTPOJIS
3QPEKTHBHOCTH MPHUHSTHIX MEP 110 3aiure HHpOpMAaLHH.
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Mo ciocobam peanusanuy yrpos 6e3o0nacHOCTH HHGOPMAIIAH BEIIENISHOTCS !

YIpO3bl yTeYKU UHMOPMALIMH 110 TEXHUTECKHUM KaHAIaM;

YIpoO3bl, CBA3aHHbBIE ¢ HECAHKIIMOHUPOBAHHEIM JOCTYIIOM.

Vrposel yTeuku HHGOPMAIMU 10 TeXHHYECKHM KaHAJaM OIHCHIBAIOTCS
XapakTepHCTUKaMU MCTOYHUKA MHGOPMAUUH, cpefnl (IyTH) paclpocTpaHeHus U
MpUEeMHHKA HH(POPMATUBHOIO CUTHANA, TO €CTh OMPEAENAIOTCS XapaKTEPHCTAKAME
TEeXHUUYECKOI'0 KaHana yTeukH JanHbIX.

K panbomee axTyanbHBIM U OHAacHEIM yrposaM Wb, cBA3aHHEIM ¢
HeCaUKIMOHUPOBaHHBIM  JIOCTYIIOM, B HacTOfIIEE  BpeMsl  OTHOCATCA
LelieHanpapieHHBIC aTakil Ha HHQOPMAlWOHHBIE AKTHUBEL M UH(GOPMAITHOHHYIO
nHGpacTpyKTypy OOINECTB, a Takke IPoJOIKEHHE MCHONB30BAHUS CPEACTB
BRIYUCAUTENbHON TexHuky, 110 m cpencts 3ammtel MHPOPMALMHA HHOCTPAHHOTO
IIPOU3BOJICTBA.

Vrposa, cBazannas ¢ HCJl, B mHpopMauHOHHBIX (aBTOMaTH3MPOBAHHEIX)
CHCTEMaX MOXKeT OBITh peasu30BaHa 3a CUeT:

HEIIOCPEACTBEHHOrO 00palleHus (IIPOHUKHOBEHHS) K 00BEKTaM J0CTYTIA,

MOJUGbHUKAIMY CPEACTB 3alUTH UHGOPMALIUH, MO3BOJISIOMEH pPean3oBaTh
Yrpo3bl HHPOPMAIMOHHOI 6e30I1aCHOCTH;
| YSA3BEMOCTEH HYJIEBOTO JHA B CHCTEMHOM M MPUKIAAHOM MPOrpaMMHOM
obecneycHuN;

CO3JaHMA/MOJUUKAIUY TIPOTPAMMHEIX B TEXHHUYECKUX CPEICTB € IHENLIO
o6xo0/1a CPEICTR 3aALUTH;

BHeApenud B MC 1mporpaMMm-BHpYycoB, a Talokeé HHBIX ITPOTPaMMHEIX
WIH TEXHUUECKUX CPEJICTB, HapyLIAOMIX ee (yHKIHH.

MaccoBoc UCHOJNL30BAHUE B JIEATENBHOCTH OOIMIECTB ceTell CBsizu o0Inero
[IOJIL30BaHMsl, B TOM 4Hce HHPOPMAIlMOHHO-TENEKOMMYHUKAILHOHHON CEeTH
Wurepuet, mossllnaeT pucku peanusanuu yrpo3 Wb B otHomenuu YC, B ToM uncnie
MOCPENCTBOM IPOBEAECHU LI€JEBEIX KOMIIBIOTEPHEIX aTaK. bodblIMHCTBO KHubepaTaKk
OCYLIECTBIIAETCSA B LENAX HECAHKUIUOHMPOBAHHOTO AOCTYNA K HHOOPMAIHOHHEIM
pecypcam.

OCHOBHEIMH €HIOCO0AaMHU TAKUX aTax SBIAIOTCS:

anamus Tpaduka. OcyllecTBIAETCs 3a CUeT MPUKIIAJHBIX [POrpamMM,
IIepexBaThiBAIOIIMX BCE CETEBEIC [TAKEThI, — aHAIH3aTOPOB Tpaduka. BRuny Toro 4to
HEKOTOphlEe CETEBhIE IPUIIOKEHMS IIepelaloT NaHHBle B He3allUu(pPOBAaHHOM BHJIE
(Telnet, FTP, SMTP, POP3 u T.1.), ¢ HOMOMIBIO aHATM3aTOpa Tpadguka BO3MOKEH
HECAHKLUOHMPOBAHHLII AOCTYIl K HH(QOpPMalUM KOHOWACHIMAIBHOTO Xapaxrepa
(B TOM YMCIie UMEHA T10JIB30BATENCH U TApOIIH);

noaMena IP-appeca. OcyinectBadercs nyTeM MMUTHPOBaHUA JeHcTBHif
JIEraJIbHOTO TOJIB30BaTENsl B HHTEPECcaxX MONYyYEHU CETEBBIX NMAKETOB ¥ OTTIPABKH
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OTBETOB HA HUX C JIOXKHOM MH({OpManueil Ul BPeHOHOCHBIMH KoMaupaMmid. Jlnus
3TOr0 HMCMoNb3ylotes 1P-aapeca B mpenenax nuanasona paspemeHusix B UC IP-
aJIpecOB WM aBTOPM3OBAaHHBEIE BHEIMHHUE afpeca, KOTOPBIM pa3perlaeTcs JOCTyN K
ONpeJIE]ICHHBIM CETEBBIM PeCypcaM;

orkaz B obcmyxupanuu (Denial of Service, DoS). SBmsercs nHaubonee
M3BCCTHOU W HecNOXHOHN B peanusanuu dopmoli atax. Ataku DoS He HaneneHsl
Hd Ha noiydenme poctyna K MC, HH Ha moNyueHHe Kakoii-mubo uHOopManyd,
Ho ataka DoS pemaer MC wim cepBepHBE TPHITOKEHHA HEJOCTYIHBIMU
Uil HCIIONB30BAHWS 3@  CUeT  [IPEBBIIIEHWS  JOIYCTHMBIX  [IPENENOB
(QYHKIIMOHUPOBAHMSL CETH (MIEPErpy3KH 3arlpocaMy HIIM KOMaHAaMH), OTlepalHOHHOMA
CHCTCMBI WITH IPHITOKeHUs. HekoTopsie araky CBOJAT K HYJIIO IIPOU3BOHTENBHOCTD
CEeTH, TEPETIONIHSS €€ HEeXENATeNbHBIMK ¥ HEHYXHBIMH IakeTaMHd WK coollas
FOXKHYIO HHPOPMALIMIO O TEKYILEM COCTOSHUH CETEBBIX PECYPCOB;

DDoS-araxu (Distributed Denial Of Service Attack). PazHoBUIHOCTE aTaxu
DoS, ronpko DDoS-aTaku nmpoBogsTes ¢ ABYX M Ooliee XOCTOR. 3NOYMBIIIEHHAKA
HCKYCCTBEHHO CO3/IAI0T JTABMHOOOPA3HBIH POCT 3a1pocoB K OHJIaHH-pecypcy, YTOOR
VBEITMYHTh HA HETO HArPy3Ky W BhIBECTH ero U3 cTposd. OOHapyxuts DDoS-aTaku
3HAYMTEIRHO CIIOXKHEe, ITOTOMY UTO 3allpPOCHl BEITTSAAT (OKUBBIMEA» K BBEI3BIBAIOT
MeHpe mnojospeHuit. [Ipu stroM DDoS-aTaku [ai0T BO3MOXKHOCTH OTIPABJISATH
6onpinye 00beMbl TpadHKa B LEJIEBYIO CETh;

B3JtoM Tiaponsi, [IpoBOAMTCS ¢ [TOMOIIBIO LIENOT0 PAAA METOMAOB, TAKUX KaK
HOJIHBIA  mepebop, TpUMEHeHHe BpEeJOHOCHOTO NPOTPaMMHOTO OOeCIIedeHus,
nogMcHa IP-apeca u ananmusz Tpaduka. 3aUacTyIO HCIIONB3YIOTCA CIIEHUANIBHBIE
HpOrpaMMBI JUTS TIoA00pa Mapoiel Nob30BaTeNeil ¢ pasiMYHBIMY TPABUIIETHAME 1
OCYINECTBACHUS jocTyna K pecypcaMm UC;

ataku MITM («uenoBek mnocepenuHe», Man-in-the-Middle). B a3toit atake
3NIOYMBIIUTEHHHUK TalfHO PeTpasciMpyeT M IpH HEOOXOHHUMOCTH IOAMEHSET CBA3b
MEXAY JIBYMsl CTOPOHaMH, KOTOPHIE CUKTAOT, YTO OHH HETIOCPEACTBEHHO OOIIAOTCA
apyr ¢ apyrom. Jmst arak MITM 4yacTo HMCHIONB3YIOTCS aHANIHM3AaTOPHI TpaduKa,
TPaHCTIOPTHEIE TIPOTOKOIIB! M MPOTOKOJE MaplIpyTH3auuu. IIpoBoasTcsS ¢ LENBIo
Kpaxki HHdopMalny, TiepexBaTa TeKyLel ceCCHH U MOINYIeHH JOCTYIA K CETEBEIM
pecypcaMm, AJisl aHanM3a Tpapuka W TIONydYeHUs HHQOPMAlUM O CEeTH H ee
TI0JIb30BATEIISIX, AJIs IIPOBEIeHH aTak Thna DoS, uckakeHus nepeaaBaeMbIX JaHHBIX
1 BBOJIa HECAHKLIMOHHPOBaHHOH HH(MOPMAIIUY B CETEBBIC CECCUY;

aTakH Ha YPOBHE TIPHUIOKEeHNH. Peau3yloTes ¢ HCTOIb30BaHUEM YA3BUMOCTEH
cepsepHOro nporpaMMmuoro obecrmeuenus (sendmail, HTTP, FTP) u npunoxeHu#
B LeJIIX noiydyeHus gocryma k APM oT uMeHM Donb3oBarensd, paboTaioulero
¢ npunoxedrHeM  (0oOBMHO  arakaM  TIOJBEPraloTesl  [PUBHIIETHMPOBAHHBIE
AIMHHHCTPATOPH C TIPABAMU CUCTEMHOro JocTyna). YacTo MCmos3yroTes MOpPTHL,
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KOTOPBIM paspeilieH IpOXOJl depes MexcceTeBrle 3Kpaupl. Ilomyuas jpocrym K
NPUIOIKEHUIO, 3TOYMBIIUICHHHK MOXET He TOJBKO JeaKTUBHMpPOBRaTh €ro paboTry, HO
W 3aBJAJIETH TIEHHO HHGOpMAIHe, 4TO TPO3UT GUHAHCOBBIMU K PENyTALIHOHHBIMU
PUCKAMH;

cereBad pasBenka. llpomojaures B Uelax cOopa uHbOpPMaiMu O CeTH
C NOMOLILIO OOIIEMOCTYITHEIX JaHHBIX ¥ IPUITOKEHHH B Gopme 3arpocos DNS, sxo-
TECTHPOBAHUSA ¥ CKAaHHUPORaHWs MNOproB. 3ampockl DNS moMorawrr I[MOHSTS,
KTO BiajieeT MAOMEHOM M Kakue alpeca 5STOMY JOMEHY TPHCBOEHEL
DX0-TeCTHPOBAHHUE aJIpecOB, PACKPBITEIX ¢ IoMolIpio DNS, mo3songer yBuueTh,
KaKye XOCTHI peanbHo paboTaloT B AAHHOU cpeple, CIHCOK MOIAEPIKHBACMBIX HMH
CEPBHCOB U XapaKTePHCTUK HCMONB3YEMBIX IPHIOKEHUIH. Pe3ynpTaThl ceTeBoii
pasBejIKe HCITONB3YIOTCS MIPU NOATOTOBKE APYIUX BHIOB aTak mpotus HMC,;

nepeajipecaiis MOpTOB. Vicrmonb3yercs s OpraHd3anyyl IIPOHUKHOBEHHS
B MIC mocpejicTBOM TepeHalpaBieHUs CETEBBIX IAKETOB CO B3JIOMAHIOIO XOCTa
BHyTps VIC myreM Mpeoaorenys HuTio3a (MapipyTH3aTopa, MeXCEeTEBOr0o JKpata);

HCIIONB30BaHKE YA3BUMOCTeH HyneBoro aHs. HyneBbIM THEM HA3BIBAIOT JICHE,
KOFJI4 CTAIIO U3BECTHO O KAKOH-TO YA3BUMOCTH, KOTOPYIO XaKephl YK€ HCHONB30BAIIH,
[ToCKONBEKY YASBUMOCTH HYJICBOTO JIHSI 3apaHee HEH3BECTHHI, He 0OHAPYKHBAKOTCA
KIJACCHYECKMY aHTUBHPYCHBIMHM TEXHOJOIMSIMH, TO HA CIIy4all HX HCIOJBE30BAHUS
HET FOTOBBIX 3alUTHBIX MEXaHHW3MOB, 4YTO JeNaeT TaKue YA3BUMOCTH OYeHb
onmacHbIMU M cmocoOHeEMu HaHectd Bpey WC. Iloxa yA3BUMOCTE HEM3BECTHA
paspaboruukaM [10 u He ycTpaHeHa, 3JI0YMBIIIEHHUKHA MOTYT HOJITO H HE3aMETHO
IPOBOAUTE CKPHITHIE I[eJE€BbIE aTakh MOCPENCTBOM BHEAPEHUS BPEIOHOCHOTO KOJa
(BpelOHOCHBIX TIPOrpaMM);

BHEJPEHNE BPEIOHOCHOTO Koja/porpaMM (BHPYCOB, LIMDPOBAIBIIMKOE,
TPOSHCKHX HIIY HHOTO [IPOrPaMMHOT0 KOZIa), NMpeTHa3HaYeHHEBIX [T OCYIIECTBIICHHUS
HECAHKLIHOHUPOBAHHOI'O IOCTYNA K HHGOPMALIHH HIIH BO3JeHCTBYS Ha MHOOPMALHIO
unu pecypeel MIC. TposiHckad mporpaMma — IporpaMma, KOTopas COICPIKUTCS B
TIONIE3HOM IPUIIOKEHMH Wi (aiifie ¥ BBITONHAET BPENOHOCHBIE JEHCTBHA 0e3
BEJIOMa Tok30Bated. 1IudpoBanblMK — BPeJOHOCHAA HPOrpaMMa-BEIMOTATENE,
mwrppyrowast ¢hailasl Ha MAUIMHHBIX HOCHTEIAX MH(GOPMAIUH, CETEBBIX JIUCKAX, B
0BMAUHBIX XPAHUIHKIIAX M Tpebyrolas y 110Jb30BaTeNs BEIKYII 32 HX pacili(ppoBKy.

B Xome peamusalliM MepornpusTH 10 UHUQPOBOH TpaHchopMauu
HEOOXOAMMO  YUHTBIBATH  CIEAYIOLHE  OCOOEHHOCTHM  MH(OPMALMOHHOM
UHOGPACTPYKTYPHI OOIECTB, KOTOPBIE MOTYT 0Ka3aTh BIMSAHHE Ha Pealli3alnio yrpo3
HH(OOPMAIIHOHHOH O€3011aCHOCTH:

HHQPACTPYKTYpHl ~ MHOTUX  OOILECTB  ABJIAKOTCA  TEPPHTOPHANEHO
pacnpeieleHHBIMH, TIOCTPOSHHBIME M (QYHKIHOHHPYIOIIHME ¢ UCIIONB30BaHHEM
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Pa3HoOOPasHEIX, a B PsJie ClIydaeB YCTapeBIIMX THIIOB [POrpaMMHO-AINapaTHRIX
cpeacTB U MHOOPMAIIOHHBIX TEXHOJIOIHIA;

npumersieMoe cucTeMHoe u npuknansoe 10, B Tom uncne CYBJ, CAIIP,
HIPeUMYIIECTBEHHO  HHOCTPAHHOTO  IIPOMCXOMKIUEHMSi  BBHAY  OTCYTCTBHUS
Ka4eCTBEHHEBIX OTeYECTREHHBIX aHAIOrOB;

HOPSAJIOK OOHOBNEHHS PA3IMIHEIX BepcHi uenonezyemoro I10 we uekimovaer
BHEIPCHHS BPeIOHOCHOTO KOAa/TIporpamMm;

IpM  OCYLIECTBIIGHUH MMIpauuy JaHHeIX u3 crapsix MC  BO3MOXHBI
YHUUTOXKECHHE W MoJrdHUKaLug UHQOPMALIKH;

GonpryHcTBo UC He co3maBaiuchk B 3allMINEHHOM KCIIOJHEHHH, a U1 HUX
3aIIUATE] UCTIONB3YKOTCS «HAIOKEHHBIEY) CPeACTRA 3allMThl HHGOPMAaLHH,

OTCYTCTBYET eJUHas 3al[UIIeHHas Cpeia BBINOJIHEHMS KOPIIOPATHBHBIX
HHQOPMAIIMOHHBIX [IPOLECCOB;

AHPOPMAIMOHHEIT 06MEH OCYIIECTBIICTCA Pa3HOPOJHBEIMH  CIIOCO0aMK
KaK TI0 HE3allMIEHHBIM KaHalaM CBA3M, TaK M C MCIOOJIB30BAHHEM CPEACTB
KpunTorpadrdeckoil 3auTsl UHGOPMALIIH;

YKOMIIJIEKTOBAHHOCTE MHOTHX OOINECTR CHELMAMCTAMU 110 0OeCIeUYeHMUIO
HHQOPMAIIMOHHON  0e30MIacHOCTH U YPOBEHb  MOATOTOBKH  CICHUANHMCTOR
He COOTBETCTBYIOT COBPEMEHHEIM YIPO3aM;

BCIIEAACTBME  MCIHOIB30BAaHUA  Pa3sHOPOJHBIX  IPOrPaMMHO-alapaTHhIX
CPEJICTB, TEXHOJOTHUECKHX HPOILECCOB, cepBrcoB W uHcTpyMeHToB b (cpexcts
3aiUTH  MHOOPMALWK), OTCYTCTBHUS €AMHOIO IOAXO0Ja K aBTOMAaTH3alUd H
OCYLIECTBJIEHHK) ~ MOHHTOPMHTa  MpOileccoB  ofecliedeHHs  O€30MACHOCTH
uapopMain  cobeiTHd Vb ABIAIOTCA HENpO3padYHbIMU  1JsI MOHHUTOPHHrA H
peanuzalliy  eJMHOH TIONMTHKH HHQOpPMalMOHHON 6e3011acHOCTH Ha ypOBHC

““TOJIOBHOTO OOIIECTBA. o

VI. OcHoBHbIe NPUHIUNEI o0ecnedeHHs
Hu(popMaLHOHHOM 0e3011acHOCTH

B AO «OCK» u obniectrax I'pynnbel OCK 1oDKHEL cOOIIONATRCS CIERYIOHE
IPUHIAIEL 06ecreueHns HHpopManuoHHOH 6e30nacHoCTH:

a) HeoTbeMNieMOCTh. be3omacHoCT OOBEKTOB 3AlMTHL  ABJIAETCA HX
HEOTBEMIIEMEIM CBOMCTBOM (XapakTepHCTHAKOM), a He JONOIHUTENLHBIM CEPBUCOM.
Cob6mopenne Tpebosanuit Ub OIDKHO OBITH 00513aTE€NBHEIM )i BCEX PaOOTHHKOB
obmiecTBa, a TaKKe pabOTHHKOB KOHTPAr€HTOB, MMEIOIMUX JOCTYH K oObheKTam
3alIMTEl OOIECTBA, U ABIATHCS YACTHIO KOPIIOPATHBHON KyJILTYpHEI 00LIeCTBa;

0) KoMInekcHocTh. HeoOX0OuMo COriacoBaHHOE IPUMEHEHHE Pa3HOPOAHBIX
CPe/CTB I1pH TOCTPOEHHWH ILENOCTHOM  CHCTeMBI 3allUThl  MHQOPMAlUH,
IepeKpHIBAOILeH BCe HAMPABIICHNS peanu3anuu yrpos b u ve cogepiaiieid clraberx
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MECT Ha CTHIKaX OTAC/BHBIX €€ KOMIIOHEHTORB. 3allyTa JOIDKHA O0eClIeudBaThCs
GU3NYECKUMH cpelicTBaMy, OpraHMU3aUHOHHBIMH, TEXHOJOTHYECKUMHU
1 [IPABOBEIMM MepaMH, 00ecIIeYnBaOLIMMHE B KOMILTEKCE HHKCHEPHO-TEXHHIECKYIO
3aIIUTY OOBEKTORB, 3AlUTY OT HECAHKIHMOHMPOBAHHOIO JIOCTYNA K KOMIIBIOTEpaM
MoJb30BaTENeld M CepBEpaM, pasrpaHdueHue JocTyna K HHOOPMALHOHHBIM
pecypcam, KpuIrrorpaduueckyro 3amury HHGOpPMAaruy, 3alluTy KaHaloB oOMeHa
urbopmManrel, 3aUTy HHPOPMALMK OT YTEUEK 10 TEXHHYCCKUM KaHallaM U T.1.;

B) cucTeMHOCTE. JlestensHocTh 110 MB nomkHa OBITE CTPOTO M BCCCTOPOHHE
pernamentrposana. [lomutuka Wb o6lecTBa Kak COBOKYIHOCTE HOPM, TPeOOBaHNH,
TOJIOKEHNI, TIOPAAKOB H MHCTPYKLMH JOJDKHA YYUTEIBATE Bce Hanbosee crnalble U
yA3BHMEBIE MECTA 3alMINAEMBIX 00BEKTOB U OXBATHIBATh BECH UX JKU3HEHHBIH UK.
Ilpr >TOM HEOOXOJIUM Y4eT BCEX B3aMMOCBS3AHHBIX, B3aMMOJCHCTBYIOUIMX H
H3MEHAIONINXCA BO BPEMCHM 3JIEMEHTOB, YCIOBHH 1M (axkTopos, CYIIECTBEHHO
3HAUMMBIX UL [OHUMAHHS M pelmeHus IpobneMel oOeclevueHHs  3alllTh
uadopmanuu B IC. HeoGxonuMa olleHKa HE TOJBKO HMEFOIHMXCA, HO U BO3MOXHBIX
B OyAyluleM CLEHApUEB pean3allii yrpos;

r) unterpupoBanHocth. Obecneuenue Wb — He pazoBoe MEPONPUATHC M HE
[IPOCTass COBOKYIHOCTH IPOBEINCHHBIX MEPONPHITHH H YCTAHOBIIGHHBIX CPEICTB
3alyTe  MHGOPMAaIMH, a4  HeOpepslBHEIA  LENEHANpaBleHHbIM  fIporece,
NpeAoNaraloIiiil IPUHATHE COOTBETCTBYIOIINX MEP HA BCEX 3Tanax JKU3HEHHOro
mukna PIC, HauuHas ¢ 3Tana NpoeKTHPORAHNUS, 4 He TOITRKO Ha 3TallC DKCIIIyaTallui;

1) ajeKkBaTHOCTh. IIpuMeHsieMble MeTONBl M cpeicTBa 3M HOJUKHEI OLITE
afIeKBaTHBEl YIPO3aM YHHUTOKEHUs, YTeUKH WM MCKaxeHus WHOOpMAIIUH.
HenonmycTiMa Kak HEAOCTATOUHAS, TaK U upe3MepHas 3amuTta. Co3garh abCcomoTHO
3ALUINEHHYIO CHCTEMY HEBO3MOJXKHO, B CBSI3H € 9THM IIPH IIPOCKTHPOBAHMN CHCTEM
31 creryer cobmiopaTs OanaHe MEmIy CTOMKOCTHIO 3alMTHl W €€ CTOUMOCTBIO,
noTpebieHneM BBUMCIATENHEIX PECYPCOB, YHOOCTBOM paGoTHl IMOJIB30BATENICH
H JIPYTEMH XapaKTepucTHKaMu cucteM 3U;

e) uAeHTHOMKaus M  OLUEHKa aKTHBOB. Peanusalysg  NpUHOUIA
«aJeKBATHOCTLY JIOMMKHA OCHOBEIBATLCA Ha MACHTH(PHKAMN BceX MHOOPMaIMOHHBIX
aKTUBOB H OINpee/IeHIH X 1IeHHOCTH IS Lelel U 3anad oOLIecTBa,;

%) rubkocTh W ympaBisieMocTb. Cucrema 3W  jpoipkHa  obecreunsarh
BO3MOJKHOCTb ~BApPhUPOBATH YPOBEHL BAlMIIEHHOCTH 00BEKTOB. I['ubKocTh
yIpaBieHust 1 NpuMeHenus cucteMbl 3M 130aBIgeT OT HEOOXOUUMOCTH MOIHOH
saMeHBl cpedcTB 3M Ha HOBBIE HpH CMeHe YCIOBHH (QYHKIIHOHMPOBAHMS
JaIUIaeMeIx o0hekToB, [1pu BEIOOpe MEXY OpraHM3alldOHHBIMA H TCXHUYECCKUMU
MepaMH TIPUOPHTET DOIDKEH OTHABATLCA MEPAM TEXHUUECKOTO XapakTepa;
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3) cBoeBpeMeHHOCTS. Paspaborka mep 3M JomKHA BCCTHCH BMECTE €
paspaboTkoit o6sekTa 3amuThl. HenpuemneM BBoA 00bhekta B JKCIUTyaTalHIo 10
obecrieueHus 3amuTE. Pa3zpaborTka MOACHCTEMBl 0€30IIaCHOCTH, OCYIIECCTBIIsIeMast
rapaienbHo paspadoTke 00beKTa, ONTHMU3HPYET 3aTPATEl PECypCcoB M TIO3BONAET
BEIpabaTkBaTh Hanboee 3QGEKTUBHEIE PElIeHHUS;

u) yrpexaende. Axuenr B oOecmedenmum Hb  momkeH  Aenathes
Ha MpexyIpeauTebHbIX Mepax, NpefoTpalnennn cobbiraid UMb, koTopsle Moryr
TMOBJHATH HA KOHQUIEHIMATBHOCTD, IIEJOCTHOCTS H HOCTYIIHOCThL HHOOPMAIIWH;

K) KOHTponmupyeMmocTh.  JloikHa — 00ecIeyMBaThHCS — CBOCBPEMCHHOCTB
BHISIBIIGHHMS. M IIPECCUEHHs IMONBITOK HApYIICHHs YCTAaHOBIEHHHIX TpeboBaHuil u
upasun WB. Tocrosuuslil koHTpoas Wb, BEIABIEHHE U YCTPAHCHUE ys3BUMOCTEH,
MOHHUTOPHMHI COOBITHIA, BIMSIOLIMX HA €€ COCTOsHMe, SABJAETCS OOs3aTeNbHOMU
cocTasJIsomelt 3 PeKTHBHOM CHCTEMEI OpraHM3avY U yripasienus 3K

a) sakounocts. JMearensHocth 10 Mb  JomxkHA  OCYIECTBIATHCS
B COOTRETCTBUM €  3aKOHOJAATENBCTBOM,  TPeOOBaHMAMM  HaI30pPHBIX
1 KOHTPOIIMPYIOIIHX OPraHoB, HOPMATHBHBIME akTaMu B oOnacty Ub;

M) CNGIOBaHMe JIydImdM OpakThkaMm. Ilpm  peanmsanuu Mep 33U
PEKOMEHIYCTCsl YU THIBATE TPEOOBaHM POCCHHACKHUX H MEXYHAPOJHBIX CTaHAAPTOB
B oOnacty b kxax Iy4imux npakTuk;,

H) aHanM3 M coBeplieHcTBOBanue. IHeoGxomuMa mocToaHHas —paboTa
110 oLieHKe > EeKTHRHOCTH M COBEPISHCTBOBAHUIO Mep M cpencts 3M Ha ocHOBE
aHany3a (PYHKIHOHUPOBAHMSA MH(OPMAIHOHHEIX CHCTEM, U3MEHEHUM B MCTOAX K
cpelcTBax Mepexpata WHGOPMAIMM W BO3JAEHCTBHS HA KOMIIOHEHTBI CHUCTEM,
M3MeHeH i HOPMATHBHBIX TPeOOBaHMIA 110 3alUTe 1 ONBITa paboThl B obnacti Ub;

0) MHHHMH3alMsa nonHomounH. IIperocTaBiieHWe TOJB30BATENIAM IIpaB
JOCTYIA OMNPENEeSSCTCS MCKITIOUATENIBHO [IPOU3BOACTBEHHON HeoOX0AMMOCTBIO.
Jocryn x pHbOpPMALMH AOJDKEH NMpPeJOCTABNIATRCA TOJNBKO B TOM Ciydae H B TOM
06beMe, B KAKOM 3TO MUHMMAIBHO HEOOXOANMO padOTHHKY AJIA BBIIOJIHEHH €ro
NOJIKHOCTHEIX o0g3anHocTell;

n) pasnenenue  Qymkoum#. TIpy  ompeneneHMM  cOCTaBa  poiel,
HCIIONB3YIOMAXCS sl paclpelelieHHs IpaB  JIOCTyIla, CIeRyeT HUCKIIOUUTh
KOHLEHTPAIIHIO TIOJHOMOUKI, COBMEIIEHHE B paMKaX OJHOH POJM TaKOro cocTaBa
QYHKLHHA, KOTOPOE [O3BOIHIO OBl 0HOMY PaGOTHUKY CIMHOIIMYHO OCYIIECTBILATH
BRINIOJHEHNE KPUTHYHEIX OTIEpallifil WIN [ONYYaTh IOJHEIH H HEKOHTPONHPYEMBIH
JOCTYI K KaKoMy-Jiubo oGBexTy 3aluThl, JleHcTBHA pabOTHMKOB, 0oOJafarolmux
TIOJTHOMOYHAMH aJIMUHUCTPATOPOB, AOIKHE! HAXOJUTECS IO/ 0COOHIM KOHTPOJIEM €O
cTopoHHI noxpasnenenus no Ub;
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p) nepcoHudukanug. Jng Bcex MCHONB3YeMBIX YUETHEIX 3amlucei JOIDKHA
ObITE OOecTeueHa BO3MOXKHOCTE OJHO3HAYHO YCTaHOBHTE CYOBEKT, COBEPINUBINHIL
B OIIpeIe/ICHHEI MOMEHT BPEMEHH OIpe/IeiieHHOe AeliCTBUE C HCTIONB30BAHHEM ATOM
YUYETHOH 3anmucy, B TOM YHCIIe M8 CyKeOHBIX YUeTHBIX 3amuceil. B o0mem ciyuae
HeHCTBHS KA aoro paboTHUKA 001eCTBA JOJOKHD OCYIICCTRIATLCS OT UMEHH OTHOM
NEPCOHUPHIHPOBAHHONH  yueTHOll  3amucu. HeoOXopumo  HCIONB30BaHHE
eIUHCTBEHHOH yYEeTHOH 3allCH KaXIOBIM pPabDOTHUKOM IIOCKOJBKY HAIMYHE ¥
paboTHUKA IBYX M Oojiee yYeTHRIX 3anuceil (mo kpaitHeli mMepe B paMKax OJHOTO
HoMeHa) AenaeT Hea(hheKTHBHOH CHCTEMY paclipe/IeNIeHHs] M KOHTPOJISA TOJTHOMOYHIA.
Hckimoydenue 1o pelieHnuo pyKoBOACTBA 00IIECTBa MOTYT COCTABIISITE, HAIPHMED,
aAMUHUCTPATOPLl CUCTEM, HOJDKHOCTHEIE O0SI33HHOCTH KOTOPHIX IIPeANoNararoT
BHECEHHE M3MEHEHUI B yKasaHHBIE CHUCTEMBL 11 HUX B JOTOJHCHHE K YUYETHOR
3alUCH CO CTAHZAPTHBHIMH HpaBaMM MOJIB30BATENS MOXKET OBITH CO3J[aHa yJeTHas
3alluCh  QJMMHMCTpaTOpa C pacliKMpeHHBIMU TnonHoMouusMmu. Hamuuwe He
3aKPEIUIEHHBIX 38 CYOBEKTaAMU JIOCTYTIA YYETHBIX 3auceil He TOMyCTHMO;

C) 3amlpelleHo Bce, YTO He paspellieHo. JocTyn K JIF0O0MY 3alMIacMOMy
00BEKTY JODKCH MPCHOCTABNATHCA TONBKO MPH HATIMYHE COOTBETCTBYIOINEIO
pazpewrenust (npasuna, vactpodixuy C3W) Ha OCHOBAHUH JIOKATBHEIX HOPMATHBHEIX
akToB o0mecTBa. JIF0OoH MocTyN, He pa3pelleHHbI SIBHO, IOJDKEH OBITH 3alpellicH.
Taxoil nozxon ofecmeuMBaeT TONBKO HW3BECTHRIE Oe30MacHBle ACHCTBHS U
0cBOOOXKIAET OT HEoOXOJMMOCTH paclo3HaBaTh JIOOYI0 Yrpo3y, UYTO OYEHb
pecypcoeMKo H Head¢peKTHBHO;

T) crolikocte C3H. VpoBeHB CTOHKOCTHM NPUMEHSEMEIX CPENCTB |
sdexTusHocTs Mep 3U TOKHBI ONPeNenaThes HEHHOCTRIO 3alIUIIaeMoro 00beKTa
U TpeGoBaTh OT 3JIOYMBILUIEHHHKA HeaJeKBaTHO OONBIIMX 3aTpaT BPEMCHHM U
BEIUHCIIUTENILHBIX MOIIHOCTEH Ha MX NIPEOLOJICHHE;

y) swenonuposarnocth C3M. Henp3d monaratbed Ha 3alUTy Ha OJHOM
ypoBHE HH(QOPMAUOHHONH HHQPACTPYKTYpBl, Kaxkoi OB HajieXHOH OHAa HH
cuntanack. HeoGxomaumMo  OpraHM30BaTh  3aIIMTY HA  Pa3sHEIX  YPOBHIX
MH(QOPMAUOHHON HHPPACTPYKTYPBI;

¢) pasHooOpazwe C3M. B mensix CHIKEHUS 33BUCHMOCTH  YPOBHS
fe3onacHocTH 0011eCTBa OT [IOCTABIIMKOB, KOHTPareHTOB, IAPTHEPOR, 4 TAKKE COOEB -
¥ OTKA30B OTAENBLHBIX CHCTeM LesaecoodpasHo wucrons3oBats C3W pasmuunbix
IIPOU3BOUTENEH;

X) cpelManuzalus M npodeccronamm3M. K paboTam To  co3laHmio,
BHeAPEHUIO U conipoBoxaeHuo C3U u peanuzaumu mep 3 B paMKax ayTCOpCHHTa
HeoOXOAMMO  TPUBIEKAaTh  CIENMAIM3HpPOBAHHBIE  OpraHuU3aluu, Haubolee
[OJIrOTOBIIEHHBIE K KOHKPETHOMY BHAY JACATEABHOCTH IO 00eCIeueHHIO
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Oe30macHOCTH HHGOPMAITHOHHEIX PECYPCOB, MMEIOIINE OIIBIT MPAaKTUYECKOH padoTh,
HeoGXO0IUMEIe THIEH3UK Ha TIPaBO OKa3aHWd YCIyT B 3TOH obiacTy, oblajarolmye
MApTHEPCKMMU ~ CTaTycaMHd — KOMIIAHHUH-BEHIOPOB  BHEAPAEMBIX  pelIeHui
1 HMEIOIME B CBOEM IITaTe BEICOKOKBANU(DUIIIPOBAHHBIH HepcoHall.

TpeboBaHHs K BHEMIHMM KOHTparcHTaM, BBIMOJHSIOIIMM YKa3aHHbIE
(GYHKIHH, a TaKKe NOPSJIOK B3aUMONEHCTBUS M pacrpelielleHUst OTBETCTBEHHOCTH
MEKIY HHMH ONPEHeNsorcs B JIOKYMEHTaX 3aKylKd M COOTBETCTBYIOLIMX
JIOTOBOpax, Houiexkamux cornacoranuio ¢ JIb. Peanuzaniys opranuzatioHHbBIX MeED
H oKcmmyatanus cpeActB  3M gommKHAa  OCyLIEeCTBIATBCS — pabOTHHKAMU,
o6nafarouMMH  COOTBETCTBYIOUIMMH  KkommeTeHuusamu. Ilpemocramienue u
aJMMHHCTPHPOBaHHE Ha OOIIECUCTEMHOM YPOBHE CPEACTB BBIYMCIUTEINLHOR
TEXHHKH, HeoOXOMUMBbIX M (YHKUMOHHpOBaHust cpeicrs 33U, HOJDKHBI
OCYIIECTBIATLCS TTOJpa3eNieHHsAMH 10 HHGOPMAallMOHHEIM TexuojoruaMm. Jis
o PeKTUBHOrO TNPHUMEHEHMs OpraHM3alHOHHBIX M TeXHudeckux wep 33U
PYKOBOZICTBOM Ha BCEX YPOBHAX JOJDKHEI BBIICATECH HEOOXOMMEBIE H JJOCTATOYHBIE
peECypCHl;

1) OCBEHOMJICHHOCTh. OCBEIOMIEHHOCTE PabOTHUKOB M KOHTPAareéHTOB B
Bornpocax b — o6sg3aTenpHoe yenoBue 6e30MacHOr0 (PYHKIMOHUPOBAHUS 0OBEKTOB
3aIIHTEL 00IIeCTRa;

4) OepcoHAJbHAs OTBETCTBEHHOCTh. OTBETCTBEHHOCTH 3a o0OOeCreueHHe
fesoracHoCTH — wWHMpopMaiuu W cucTeM  ee  0OpaboTKU  BO3Naraercs
HA KAKIO0TO paboTHHKA O0IIECTBa B IIpejeNax ero NoJIHOMOYNH;

1) JosasHOCTE TiepcoHana. HeoOxomumo cozmanme Takodl GraronpusaTiHoil
atmocdepsl B KOIEKTHBAX BCEX IMOApa3ieicHMi obuiecTBa, IIpH  KOTOPOId
BeIMONHeHHe Tpebopauuii b BocnipuHumasnocs Obl pabOTHHKAMH KaK OCO3HaHHAs
HeoOXOAMMOCTE U HEOTheMIIEMas YacTh KOPIOPATHBHOM 3THKH;

I11) BOBJICUEHHOCTh  PYKOBOJCTBA.  PykoBoamTens  obluiecTBa  Hecer
HIEpCOHANIBHYIO OTBETCTBEHHOCTE 3a obecriedenue Mb. Jlo pykoBofcTBa 001IecTBa HA
PEryJsipHOM OCHOBE B MOPSAKE, YCTAaHOBIEHHOM OTHEIBHBIMH JIOKAJIHHBIMU
HOPMATHBHBIMU aKTaMH o0IOecTBa, JOBOJMTCS WH(pOpMAUus O IOCTUTHYTBIX
pe3yIsTaTaX, UMEIOIIHXCA CHCTEMHBIX IIpodlieMax ¥ CTpaTerHuecKHX MoTpeOHOCTAX
obmecTBa B obmacti MB. Ha ypoBeHB pyKoBOICTBA OOHIECTBA [IPH HEOOXOIUMOCTH
MOr'yT ObITh esierupoBadnl pucku Wb, uniynentsl Yb 1 unsie npodnemsr Ub;

BI) B3aUMOJNEICTBHE U KoOpIuHalMs. OddekTnBHoe obecneuenue Hb
JOCTHTAETCA  TOJBKO IPH  YCIOBUM  B3aUMOAEHCTBHI W KOOpJAMHAIUU
KaK MEXIy BCEMH CTPYKTYPHBIMY [IOJpa3feficHHsMM OOLlecTsa, TdK W IIpH
B3aUMOJIEHCTBHK C I'OJIOBHBIM OOMIECTBOM W TaKUMH OpraHm3anusMH, xak [lemTp
MOHHMTOpPHHTA U pearvpoBaHus Ha KOMILIOTepHble aTaky, Depepanpras cayxba 1o
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TEXHHYECKOMY M 3KCIOPTHOMY KoHTpomio, Denepanbhas ciyxba Ge3011acHoCTH
Poccuiickoit ®eneparmu, MunucTepcTso BHyTpeHHHX Aell Poceuiickoi ®enepanun
U Jpyrie npoduiakible MUHHCTEPCTBA H BEIOMCTBA.

VII. Opranuzanus oGecnedyeHHss HHPpOPMaLHOHHOH 6e30NaCHOCTH

CoGmozieHHe IpaB W 3aKOHHBIX WHTEPECOB CYOBEKTOB IIPABOOTHOILECHHM
B uHbOpPManMOHHOH  cepe  obecrieunBaeTcd  MOCPEACTBOM  [PHHATHA
B 06IIECTBaX [IPABOBLIX, OPraHU3ALMOHHBIX H TEXHHYECKHX MeP, COOTBETCTBYIOLIUX
YCTAHOBJIEHHEIM YPOBHAM 3aIIIMThI, HAIIPABJICHHBIX Ha!

obecreueHre KOHOUIEHIMATBEHOCTH HHPOPMALMH OTPaHHYEHHOI0 JOCTYIIa;

obecliedeHre 3alUTLl  MHGOPMALMKM  OT  HENPaBOMEPHOIO  HOCTYIIA,
YHHUTOKEHHS, MOTU(UIIIPpOBaHys, OJOKUPOBAHUS, KOIIMPOBAHUS, IPEJOCTABICHU,
pacipoCTpaHeHusd, a TaloKe OT HHBIX HEIPABOMEPHEIX JEHCTBHA B OTHOLUCHHH
uH(opMaryy (obecrieyeHue LENOCTHOCTH HHPOPMALH);

peany3aliiiic OpaB AocTyna K uHbpopMauuu (oOeciiedeHue AOCTYIHOCTH
uHpOpMalnu);

MUHHMHI3AIIHIO HETATHRHEIX TociencTeuil HHIUAeHTOR Ub;

obecrieuenne OecnepeboitHoro  PYHKIMOHMPOBAHUS — HH(OPMALMOHHBIX
cHcTeM | ipyrux o6bekToB KHMU.

B uahopmarionno chepe AO «OCK» u obmects I'pynnsr OCK 3amure ot
yrpo3 6e30macHOCTY HHPOPMALIMY NOAIIEKAT:

TOKYMEHTHPOBaHHAT HHMOPMALIHS, B TOM YHCIIE Ha 3JIEKTPOHHBIX HOCHTEIX,
collepkallias CBeJEeHUA, COCTABISIIOIIME TI'OCYNApCTBEHHYIO TalHy, HJIH HHEIS
cBeleHU KOHGHICHINANBHOTO XapakTepa, onpereneHHble Ykazom Ilpesunerra
Poccuiickoit ®enpepammu ot 6 Mapra 1997 r. Ne 188 «O6 yrBepacienuu nepeyHs
CBeEeHUH KOHQUIASHIUATILHOTO XapaKiepay;

JIaHHEIE, XpaHAIUecs B 00BEKTaX BHIYHCIHTEIBHON TEXHUKH H CONCpPIKaliHe
CBEJEHUS, COCTABISIONIME TOCYJAPCTBEHHYIO TaliHy, WJIM HHBIE CBCICHHSA
KOHQHUIEHIIMATTEHOTO XapaKkTepd;

peueBas  uHQOpMalMs,  cojlepiKalas  CBENEHHs,  COCTABJIAIOLIHNE
r'oCyIapCTBEHHYIO Tally, WIIH UHbIE CBE/ICHUsI KOHQUISHIMANBHOIO XapaKkrepa,

oxpaHseMble cBeneHus 06 obpasnax BBT;

OXpaHseMele CBeieHns 00 0OBEKTaX KaTHTANBHOIO CTPOUTELCTRA OOIIECTR;

IpyrHe BUABI HHGOPMAaliH, YKa3aHHBIE B IIYHKTE «BY» pasjena [V Hacrosimei
Konnenuu.

Hcxons W3 3Toro, OCHOBHBIMH HalPaBIeHUAMHU JEATEIBHOCTH (Ipolieccamm)
no obecneucHuio Ub B obiecTBax ABJIAIOTCA:

TIPOTHROJIEHCTBUE MHOCTPAHHBIM TEXHMYECKHM PpasBelKaM M TEXHUYECKas
3alUTa HHGOPMALHH B IIeJIIX 3alUTHl CBEACHUH, COCTABISIOWIUX I'OCYIapCTBEHHYTO
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taliny, 06 oOpasgax BBT, 00bekTax KanmuTambHOTO CTPOUTCILCTBA, d TaKkKe
uadopMamyy, uMpKyaHpyomeil B oOpasuax BBT (mpu yCTaHOBIEHHH TaKWAX
TpeGOBaHUH 3aKa3UNKOM);

TIPOTHBOJIEHCTBIE MHOCTPAHHLIM TEXHHYECKHM pa3BelKaM M TeXHHUYeCcKas
3alUTa MHQOpMALKy, COCTABIAIONEH TOCYIapcTBEHHYIO TaliHy (B pamkax
06BEeKTOBOI 3alMTH 0OIIECTB);

TeXHUYECKAs 3aIuTa nHpopMalmu OTPaHUUEHHOr O J0CTYyNA,
HE COCTABIAIONIEH rocyJapCTBEHHYIO TalHY,;

obecreuenue GesonacHocTi 00beKToR KU

obecriedyeHre  UHGOPMAIMOHHOW  0e30nacHOCTH — HHQOPMAlMOHHOH
UHQPACTPYKTYphl 0OLIECTB, B TOM 4YHcIe OOHapyXKeHHe, MpeIylpex/IeHue,
NUKBUIALMA IOCHEACTBHE KOMITBIOTEPHBIX aTaK U pearipoBaHue Ha KOMIBIOTEPHEIE
MHLUIEHTE (TIPOTHBOJIeICTBIE KHOepaTaKaMm);

obecredeHHe LEIOCTHOCTH | IOCTYIIHOCTH 0011e{0cTyIHOH HHpopMaluu.

OO6ImecTBa, YYacTBYIOUIHE B BBIIOJIHEHHWM TOCYAAPCTBEHHOTO OGOPOHHOTO
3aKa3a, OCYINECTBIAIOT JAEATENBHOCTh IO [POTUBOLEHCTBHIO HMHOCTPAHHEIM
TeXHHUECKUM Pa3Re/IKaM B HEJISIX 3alUTEH OXpaHseMbIx cBefieHnuit 06 obpasiiax BBT,
a TaKke OOheKTaX KamHTalbHOTO cTpouTenscrea. OXpaHseMble CBEICHHUS
OTIPEAEISIOTC 3aKA3UMKAMH B TEXHHYCCKHMX 3aJaHMAX Ha CO3NAHHE OOBEKTOB
AT WM HA MHBIE BUIEL paboT ¢ Humu. JestensHocTs o I UTP neobxonuma
B TEX CIIy4asx, KOrjla HOCUTEISIMHE CBeeHUH 00 o0bekTax 3aiuTel oT UTP siBistorest
gusmueckue mons W (WIH) (QH3UKO-XHMHUECKHE CBOHCTBA OOBCKTOB 3AILUTHL,
B KOTOPHIX 9TH CREJEHASA HAaXONAT CBOE OTOOpaXeHHe B BHIE KOIMHUESCTBEHHBIX
H KaueCTBEHHBIX XAPAKTEPUCTHK (U3MKO-XHMWYECKHX IPOSBICHHH OOBEKTOB
3aLUTHI, TEXHUYECKUX pellieHui U mporieccor. Takas JAeATeNbHOCTE OCYIECTRISETCS
[IyTeM  I[POBGNEHHS '~ OPTaHH3AUOHHBIX M TEXHHYECKMX  MEPOIpUsTHH
BO B3aHMOCBS3M C PEXHMHBIME M APYTHMH MEPONPHATHAMU JIO OOECIEYEHHIO
UHGOPMaIOHHOH OE3011aCHOCTH.

Texuuueckas 3allipTa HHOOPMAallMM  OCYLIECTBIAETCA  TEXHHUCCKUMM,
HPOTPAMMHBIMM M [POTPAMMHO-TEXHHYECKUMH ~ METOAaMH B OTHOMLIEHHU
nudopMalmy, 06pabarblBacMol, LHPKYIMpPYFoleil i (MIIH) Xpasauieiics B 00bekTax
rH(pOpMATH3ALMY H TEXHHUECKUX cpefcTBax o0pasiios BBT.

B nensx samurel MEGOpPMAllMK IIPH Tiepejade [0 KaHamaM CBA3H M (WiIA)
3aIUTEl MHpOpPMAUME OT HEeCaHKI[MOHHPOBAHHOIO JOCTYIa Ipu ee obpabotke
M XpaHeHMHM, a TakKe 3alldThl OT HaBA3bIBaHMA JIOKHOW HMHpopMaruu
IOTIONHUTENEHO MOTYT HCIOJB30BATBCS CPENCTBA KPUNTOrpahpUUIecKoil 3aniuTHI
AHGOpPMALMH.

Ilpu cosnanuu cynos B obmecrsax I'pyrnnel OCK HeoOX0AUMO OCYIIECTBISTE
NeATENBLHOCTL 110 00eCICUEHUID KUOEpYCTONYMBOCTH YCTAHABIIMBAEMEIX CYTOBBIX
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KOMIIBIOTEPH3UPOBAHHEIX  (MH(QOPMAIIMOHHBIX) CHCTEM. PeKOMeHJalMK 110
[IPOCKTHPOBAHHIO, H3IOTOBIEHUIO, OOCIYNKHMBAHHIO W TMPOBCICHUIO HCIBITAHUIN
CyMOBBIX KOMIIBIOTEPHU3HPOBAHHBIX CHCTEM, a TaKXKe PEKOMEHIALMH K CHCTEMaM
yIpaBiieHHd 0e30M1acHOCTBIO CYAOB ONpeliefieHbl B PYKOBOJCTBE 110 0BecTIeueHHIO
kubepbe30nacHocTH Poccuiickoro MOPCKOro perucIpa  CyZOXOJCTBA
(HJ Ne 2-030101-040).

OtgencHEIM HanpasneHueM B obJjiactu obecnevenus Wb B obmecrsax
(cy6pextax KHMHM) sBnsietcs co3paHme CHCTEM 0€30M1aCHOCTH 3HAYHMBIX OOBEKTOR
KHUH u oGecrieuenue mx OecrnepeboifHOro (G)yHKIMOHMPOBAHHA B COOTBETCTBUM
¢ TpeboBanuaMu DenepansHoro 3axoHa ot 26 utonst 2017 r. Ne 187-®3, [pasunamu
KaTeropupoBaHusl OOBEKTOB KPUTHYECKOH HHPOPMALMOHHON HHPPACTPYKTYpHI
Poccuiickoit @enpepauyu, yTBEpXKIEHHBIMH [OCTaHOBNeHHEM IlpaBuTenncTra
Poccutickoii ®eneparyan ot 8§ Gerpans 2018 r. Ne 127, HOpMATUBHEIX METOAMYECKIX
nokymeHToB peryssitopos (PCTOK Pocenu u ®CE Poccun), OTHeNbHEIX yKa3aHuil
H pexomenpanuii Munmudper Poccun, Muunpomropra Poccun u HKITKH.
dopmuposanne nepedyneil o6bexToB KWW, nojieikalix KaTeropHpoOBaHUIO, H
NPHCBOCHHE HM OAHOH M3 KaTeropui 3HAYMMOCTH OCYINECTBIETCS HOCTOSHHO
JEUCTBYIOIMMH  KOMHCCHAMM II0  KareropupoBauumio obmectB. CUCTEMEI
0€30IIaCHOCTH BKIIKOYAIOT CHIIBL M HCHONb3yeMBle MMH CPENCTBA OOeclevueHus
Oe30macHOCTH 3HAYMMBIX 06BekToB KU 1 f0IDKHEL 00€CIICUHBATS:

TIPEAOTBpALIEHHE HeIlPaBOMEPHOT0 JocTyna K HHGPOPMAIIH,
oOpabaTeiBacMOW  3HauMMBIMM ~ obbexramn KM, ee  yHHYTOKEHUS,
MOMUMUIMPOBAHYS,  ONOKMPOBAHHA,  KONMPOBAHUs],  IPENOCTABICHMS U
pacnpoCTpaHeH s, a TAKXKe MHBIX HEIPaBOMEPHBIX JAeHCTRUE B OTHOIIEHHU TaKoM
uHbOpMalH;

HENOMYIUCHHE  BO3MCHCTBUA HAa TEXHUYECKME cpeacTBa  06pabGoOTKH
HHPOPMALIHH, B pe3yNbTaTe KOTOPOro MOXET ObITh HAPYIIECHO ¥ (UJIH) IPEKPALIEHO
bYHKIMOHHPOBaHUE 3HAYMMEIX 00bekTOB KU,

BOCCTaHOBIIEHHE (PYHKIIMOHUPOBAHHSA 3HAYUMBIX 00BexToB KU, B ToM uncne
3a CUET CO3JIaHUs U XPAHEHHUS PE3CPBHBIX KOHUI;

HenpepbiBHoe B3aumoneicTare ¢ I'ocCOIKA (HKIIKH).

Ykasom IIpesupenta Poccuiickolt ®@enepauuum ot 30 mapra 2022 r. Ne 166
yCTaHOBJICHBl orpannyennst cyOnektaM KWW Ha ocyluecTBiIeHHE 3aKyIOK
MHOCTPAHHOIO TIPOrpaMMHOro ob0ecreyeHdsd, B [EIIX €ro HCIIOIb30BaHMS
Ha MPUHAIEKAMUX MM 3HauuMbIX oObekTax KHMM, a Taxxe 3akymok yciyr,
HEOOXOUMBIX JUIA MCTIONb30BaHus 3Toro I1O, Ha Takux obvektax. C 1 amupaps
2025r. cybwektam KHWM sanpenieno ucmosp3oBaHWe wWHOCTpamHoro 110
Ha NpUHAUISKAAX UM 3HAYMMbIX o0bekTax KU,
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Hapacraromas HHTEHCHBHOCTH HE3aKOHHOM JeSTCIBEHOCTH
3TIOYMBIIIEHHUKOB 110 OCYINECTBIICHHUIO MOMBITOK pealid3aliii yrpo3 6e30MacHoCcTU
uHdopMarrm B VIC, B TOM 4mcie TOCpeCTBOM Kubeparak 10 KaHanaM CBS3U U CCTH
HnrepHer, Taxxke Tpebyer  pa3paboTkd U NpUHATHA  3POEKTHBHBIX
OPraHM3aIAOHHEIX M TEXHUYECKHX Mep [IPOTUBOIEHCTBUS, HaIlpaBIeHHBIX
HA MOHUTOPHUHT coOpiTHH Wb, oOHapyxkeHHe, mpelynpexieHue H JIUKBUIALUIO
HOCHEeACTBIY KOMITBIOTEPHEBIX aTaK U pearrpoBaHue Ha KOMIIBIOTEPHBIE HHIVICHTEL.

Opranuzauus  JedTelbHOCTH 1o uHpOpManuoHHON — 0e30MacHOCTH
OCYILECTBISIETCS: FeHEPaNbHEIM JHPEKTOPOM OOMIECTBA.

Kpome Toro, B cootBercTBUH YKazoM Ilpesunenta Poccuiickoil @enepalliu
or I Mag2022r. Ne250 «O  JODONHMTENBHBIX — MEpax [0 OOECIIEHEHUIO
uHpopmalronHod  OezornacHocT  Poccmifckod  @epepanuu» B obluecTsax,
apnsitomxcst  cyorsektaMun KM, Ha reHepansHOro Jupekropa oOliecTBa
BO3JIaraercs rnepcoHanbHad OTBETCTBEHHOCTh 3a obecreuenue 1b, B ToM uucie 3a
oOHapy)KeHHe, IpeLynpexIeHHue 1 IMKBUAALNIO OCNEACTBHH KOMIIBIOTEPHBIX aTaK
H PeardpOBaHHUIO Ha KOMIBIOTEPHEIE MHLMIEHTR], 4 TIOTHOMOYHUS 110 0DecreyeHuIo
Hb — Ha 3aMecTUTENS FeHepAIEHOT0 AUpeKTopa 1o 06e30IacHOCTH (TIPH OTCYTCTBHU
B OOLIECTBE TAKOH TOIDKHOCTH — HEIOCPEACTBEHHO Ha IeHepallbHOrO JUPEKTOpa).

[InaaupoBanme, pa3paboTka ¥W opraHu3anus BoionHeHus paGor no Wb
OCYIIECTBIAIOTCA CTPYKTYPHBIM MOApa3IeeHleM, YIOJIHOMOYEHHBIM B obnactu b,
TOAUMHEHHBIM 3aMECTHTENI0 PYKOBOIAUTENA IO 0e30ImacHOCTH (fIpH OTCYTCTBUU
B 00INECTRE TAKOH TOTDKHOCTH — FeHEePalbHOMY JUPEKTOPY ). B mopaake UCKIIOUeHHA
BO3MOYKHO BO3TIOXKEHHE (GYHKUMI MO 3aiuTe UHGOpPMAlMi, HE COCTamJstoIieH
FOCYJIAaPCTBEHHYIO TaliHy, B TOM 4YHCIEe [0 OOHAPYKEHUIO, IpPEeLylpeiIeHHI0 U
JUKBUJAIIAH  [OCHEJNCTBHM = KOMIBIOTEPHBEIX aTaKk M pearupoBaHHIO  Ha
KOMIIBIOTEpHEIE HHLIKIEHTHI, HA CTPYKTypHOe nozpasjencuue no IJI UTP u T3U
¢ pasgenieHAeM 3TUX QyHKUIUH [0 pa3HeM paboTHHKaM. BosnoxeHue yKazaHHBIX
GbyHKIME Ha WHBIE TIOApa3felleHus, a TakKe NoJuKMHeHue nojapasgenenus no b
3aMECTHTENIIM T€HEpallbHOTO AUPEKTOpA [0 APYTUM HallpaBICHUAM ACATEAbHOCTH
He JIOITYCKAeTCs.

CrpykTypa u $yHKIHOHANI noApasnenenus no Vb 1o/bKHbl COOTBETCTBOBATS
THITOBEIM, pa3pabOTaHHEIM TOJ0BHEIM obmecTsoM. KonuwecTtBo paGoTHUKOB
nonpasnenenus mo Wb omnpenenserca pyKoBOACTBOM 00IIECTBa HCXOAS U3 00beMa
BO3JIOKEHHEIX 3a/Iay U JODKHO obecneunBaTh 3PQEKTHBHYIO pealn3alldio BCEero
xoMIutekca Mep no HMb ¢ y4eToM TNOSBIEHHS HOBBIX Yrpo3 0e30macHoCTH
HHGOPMAIIUH, CIIOCOO0B H METONOB MPOBEEHUS Kubeparak.
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IIpu BEIGOpE CPELCTB 3ALUTH MHOOPMAUU CIIEAYET YYUTLIBATE, YTO!

JJTS 3AIMUTH] CBEACHHH, COCTABIAOIHNX I'OCY JapCTREHHYIO TaitHy, CIyXeOHYyi0
TallHy W CIIy)KeOHyIo TaifHy B 06JaCTH 060POHEI, HCTIONB3YIOTCH CPENCTRA 3aIIUTHL
uHpopMaIEy, cepTHHHIMPORAHHEIE 10 TpeboBaHkHIM OE30MacHOCTH HHPOPMALUH;

INA 3AUTBl  CBEACHHMH,  COCTaBISIOMIMX  KOMMEPYECKylo  TaiiHy,
WIN TEePCOHANIBHBIX JI@HHBIX MCIIONB3YIOTCS CPeAcTBa 3alllUTHl HHOOPMALKY,
cepTUGUIUPOBAHHEIE o TpeOOBaHUAM 0e30macHOCTH HHpOPMALHH
MO0 MPOINEIIHE B YCTAHOBICHHOM HOPsKE MPOIEAYPY OLIEHKH COOTBEICTBHS
110 TpebOoBaHUsAM OE30MACHOCTH HHGOPMAIHH.

Vkazom Ilpesusenta Poccuiickoii ®epepanuu ot 1 Mag 2022 r. Ne 250
¢ 1 gusaps 2025 r. 3amnpellieHO UCIONB30BAHME CPEACTB 3alUTHl HH(BOPMAIH,
TIPOM3BENEHHBIX B HHOCTPAaHHBIX TOCYAapCcTBaX, COBEPINAIOIHX B OTHOIIEHHH
Poccuiickoii  ®enepanun, pOCCHICKMX FOPUJIMYCCKUX ¥ (U3MUECKHX  JIMIL
HEJPYXXECTBEHHBIE JCHCTBHA, MO0 IPOU3BOJUTSIIME KOTOPBIX  SIBJISIOTCA
OpraHu3al{H, HaXOAAIKMECS MO IOPUCUUKIHEH TAKUX MHOCTPAHHLIX rOCYIapCTE,
HOAKOHTPONBHEIE UM TG0 abdHIHPOBAHHBIE ¢ HEMH.

VIII. OcoGennocTH 3alUMTHI PA3JIMYHDLIX BUAOB TailH

1. OcobenHOCTH 3al0UTH I'OCYAaPCTBCHHOMN TalfHEI.

3amura  MHOQOpPMALMH,  cojepikalmell  CBellEHMs,  COCTABJAIOUIAE
rOCYAapcTBEHHYIO TalHy, B 0OLIECTBAX OCYIIECTBIISETCS B COOTBETCIBHH C
3akonojarenbeTBoM Poceuiickol Mepepain 0 rocyaapcTBeHHol Taiine.

IlojHoMOYHsA TONOBHOIO 0OINECTBA IO 3aIUTEe TOCYNAPCTBEHHONM TaliHEI
BO3HUKAIOT B CBA3M C 3aKIMOYCHHBIM MeKAY AO «OCK» u Munnpomtoprom Poccun
JIOTOBOPOM 00 OpPraHH3alMy 3alldThl CBEACHUH, COCTABILIOIMK rOCYAAPCTBEHHYEO
TaliHy.

Aganorpunele nonHoMouHst obmecte  Ipymmer  OCK  06ycnoBiieHE!
3AKTIOYCHHBIME Mexay HUME U AO «OCK» noroBopamu o6 opraHusariiy 3aliUTEL
CBEJICHMI, COCTABIIAIOINX TOCYAAPCTBEHHYIO TalHy.

B mensax coeepmenctBoBanus B8 AO «OCK» u obmectsax I'pynnor OCK
REATeNBHOCTH 110 3alMTe HHGOPMAUMH, COJepiaiieil CBeJeHHs, COCTaBIAIONMIE
rocylapCTREHHYIO TalHy, (QYHKUMOHUPYET  KOPIHOpaTHBHAsS  CHCTEMa
POTUBOJCHCTBUA HHOCTPAHHEBIM TEXHHUYECKHM Pa3ReIKaM H TEXHHYECKOH 3allUTh]
HHGOPMANME ¢ KOOPAUHHPYIOIIEH, MeTOMM4YecKOl H KOHTPONBHON (YHKIMAMU
roJIOBHOrO 06111eCTRA.

HOKyMEHTOM, 3aKPEIUIAIOMAM INPHHUMIIE, MEXAHM3MEI, [PaBHIE, HOPMEL
(QYHKUHOHUPORAHMSA YKa3aHHOM KOPIIOPATHBHOM CHCTEMBI SBIZeTCH lloJoKeHue
0 CHCTEME  TPOTHBOJCHCTBHS ~ HMHOCTPAHHBIM  TCXHHYECKHUM  pa3BelKaM
¥ TeXHU4Yeckoi 3a1uTsl uidopManyu B AO «OCK»,
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B obmecrsax pa3pabaTRIBAIOTCS HEOOXOMUMEIE JIOKAIBHBIE HOPMATHBHbBIE
aKTBl, ONpEASIMIONIe TOPSINOK U COACPHAHHE MEPONPHATHNA 10  3aU(uTe
HH()OPMAIMH, COCTABNAIOMIEN IOCy JapCTBEHHYIO TalHYy.

2. OcoOeHHOCTY 3aIMUTH CBeJeHUH KOHMUIEHIHATBHOr0 XapaKTepa.

B Lengx mnpaBoBOTO 3aKperuieHus NpaR ¥ 00s3aHHOCTEH, BO3HUKAIOIIMX B
npoilecce B3aMMHOM Tlepelladi cBeIeHHH KOH(QUAEHIMAIBHOTO XapaKTepa MexJly
AO «OCK» u obmecrsamu 'pynmer OCK, a takxke ¢ y4eTOM OCYLIECTBIAEMOM
IOJIOBHEIM  OOINECTBOM KOOpHAMHAIIMM  JCATENHHOCTH O0OIlecTB B 0071acTH
HHPOPMAIMOHHON 0€301IacHOCTH TONOBHBIM o0mecTBoM yTBepkieH [lopsyok
OpraHM3alldy 3allkThl CBEJCHHI KOH(GUICHIMANBHOIO XapakTepa B OOIIeCTBaxX
I'pymmer OCK. Tlopsijiok orpeenseT e JUHbIE IPaBrIIa OpiraHu3aliH, OCYIECTRICHH A
¥ KOHTpPOJsl BLIMOJHEHHs. MEPOIPHATHH 10 00eCcreyeHHio KOH(QHAEHIHAIBHOCTH

NH(pOPMAIIHK OTPAHHYEHHOT'O JIOCTYIIA, He OTHECEHHOH K IoCyNapCTBEHHOM TalHe.
B uHTepecax peryiupoBaHHs JIOTOBOPHBIX OTHOLIEHHH C  JPYTHMH

OpraHM3alMsMM, CBA3aHHBIX C€O  B3aUMHOM  mepepadveH, HCIOJB30BAHUEM
U obecriedeHreM KOH(QMIECHIUAIBHOCTH HHOOPManUKM OrpaHUYEHHOTO JOCTyna,
He cojiepIKalleit CBEJEHUs, COCTABILIONME TOCYAAPCTBEHHYIO TaliHy, 00INecTBa
3AKMIOYAIOT  corNaimeHuss o KoHbupeHnwansHOCTH. [JofmmMcanue  J0TOBOPA
MPUCOEAUHEHHUS K  EIHHOMY TIOPAAKY OpPTraHM3auMd  3allluThl  CBEACHUM
KOHQUIEHIHATLHOO XapakrTepa U pealu3aliyia B OOIIECTBE YKA3aHHOTO MOPsJKA
N03BOJAET  HCKIIOUMTH  HEOOXOAMMOCTE  3aKIIFOYEHMs MHBIX  COrJalieHuH
o xonduaenunansHoctH Kak ¢ AO «OCK», Tak M ¢ 06LIeCTBAMH, 3aKTFOTHBIIMMH
¢ HUM TaKoli JIOTOBOP MTPHCOEAUHEHUS.

[Ipn onpemeneHun Mep Oe30macHOCTH MHpOpMaluM, 00padaThBaeMoi
B WHGOPMALMOHHEIX CHCTEMax, Lienecoo0pasHo HMCnone3osarth MeTomuueckue
PEKOMEHIALIAHN [10 OpraHW3all|y 3auTH uHdpopMary B obmectsax I'pynmsl OCK,
YTBEPKIEHHEIE TOJIOBHBIM 00IIECTBOM,

2.1. OcobeHHOCTH 3aIIUTHI CTyxeOHOH TaliHEL.

O6smarenscTBa 10 3amuTe WHGOPMALMK, COJEpKalled  CBeJICHUS,
COCTABJISIOLIYE CYKeOHYIO TalHy, BO3HEKAIOT B cBA3U ¢ yuactueM AO «OCK» u
obmects [pymuer OCK B peanuszaiuy OpraHaMu TOCYJAapPCTBEHHOH BIAcTH
rOCYJApCTBEHHEIX  TIOMHOMOYMH, TIPENOCTABIEHHBIX MM  3aKOHOJATEBCTBOM
Poccuiickoii denepanyu.

B CBA3H ¢ 3TUM IPU OPraHU3aMN K OCYLIECTBIEHHH B OOLIECTBAX 3all[MTH
CREJICHUI, COCTABIIOLIMX CIy)eOHY0 TaiiHy, 3a OCHOBY npHHUMaeTcs [lomoxkenye
0 nopsjke ofpamicuHus o  CiTy)keOHOH —MHGbOpMauMeHd — OrpaHUYEHHOTO
pacrpocTpaHeHns B helepalbHbIX OpraHax HCIOHUTENBHOM BIACTH, YTBEPXKAESHHOS
nocradoBieHdeM Ilpasutensctsa Poccmiickoll ®enepaunn ot 3 HoA0psa 1994 r.
Ne 1233.
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ITopsizox opraHWzailiu 3allWTE HHOQOPMALIMK, COJEpIKallei CcBeJieHus,
COCTaBRISIONINE CIIYXKeOHYIO TaliHy, OIpelensdeTcs JIOKaIbHBIMH HOPMAaTUBHLIMH
aKTaMH OOIIECTB.

Ha wmaTepranbHele HOCHTENH (HOKYMEHTEHl), COAEpXKallde CBEICHUM,
COCTaBISIIOLINE CIY)KEOHYI0 TaifHy, HeoOXONHUMO HAHOCUTh OIrPAHHUUTEBHYIO
NOMeTKY « 715t Cy)eOHOT0 [TONIB30BaHMD?.

2.2. OcoOGeHHOCTH 3allUTHl ¢y XKeOHO TallHbl B 001acTH 000POHE!.

OO6si3aTenbcTBa 1O 3allUTe HMHQOPMAIMH, COAEpXKallell  CBEJEeHHS,
COCTABJSIFOIIME  CHY)KeOHy0 TaliHy B  00macTH  OGOpOHBI,  BO3HHKAiOT
B ¢cBsi3u ¢ yyactieM AQ «OCK» u obmects I'pymnel OCK B ucnonHeHuH GyHKIIHNT
Mo OpraHH3allid M peanu3alid MEpONpHATHH B oOiactd  ODOPOHEL,
pacIpocTpaHeHHe KOTOPEIX MOXET HaHecTH Bpea Poccuiickoit @eneparuu.

OcHoBaHWeM JUIs OTHECEHMA CBeHeHHH K cnyxeOHOH TaiiHe B o0macta
0OOPOHBI SIBISIETCS. X COOTBETCTBUE NIEPEYHSIM CBEACHUI, MOIEHKAINUX OTHECEHHIO
K cnyxeOHONM TaliHe B oOnacTH OOOPOHBI, YTBEPXKAEHHBIM pPYKOBOAWTEIISIMH
(heepaJibHEIX ~ OpraHoB  MCIOJHUTENBHOM  BNacTH  MIM  (PefepalbHbBIX
TOCYJApCTBEHHEIX OpPraHoB, B KOTOPEIX (elepalbHBEIM 3aKOHOM IIPERAYCMOTpPEHA
BOEHHas! Cilykba.

Iopsimok  obpamieHus ¢ JOKYMEHTaMH M JPYTHMH MaTepHAIbHBIMU
HOCHTEIISIMA MH(OPMAIUY, COJePKANUMI CBEACHHS, COCTABIIOMIME CAYXKeOHYIO
taliHy B obylacTH OOOpOHBI, H MOPANOK WX 3allUTHl OllpeneneHbl llpaBunamu
ofparienyss co CBEAECHHSIMHM, COCTaBJMIOIUMH CIyXeOHyI0 TaiiHy B 00IacTH
000POHBI, YTBEpPXKACHHBIMH TocTaHoBleHWeM IlpasurenscrtBa Poccuiickoi
Oepepanuu oT 26 HoA0ps 2021 1. Ne 2052.

[Mepenaua uHpOpMauy, cOAepKallleld CBeIEHUS, COCTABIAIOIIHNE CILYKeOHYIO
TaiiHy B o0ONacTd OOOPOHBl, € HCIIONB30BAHUEM HH(OPMAI[MOHHBEIX CHCTEM
OCYIUECTBIIIETCS TIPH YCJIOBHH BEITTOJHEHUS TPeOOBaHUI HOPMATUBHEIX MPaBOBBIX
aktoB Poccuiickoii ®ezepanuu B obnacty 3amuTel uHGopManuu. He gomyckaeres
PAcKpBITHE TaKo¥ WH(pOPMAIMKA TPETHUM JIHIaM 0€3 CaHKUMH JOJDKHOCTHOTO JIUNA
OpraHu3aLiy (OpraHa BIacTH), €€ NIPeJoCTaBUBLIeH.

Ha w™MarepuanbHEle HOCHTENH (MOKYMEHTBI), COIEpXKalllle CBEHEHUS,
COCTaBIIAIONIHE CIY)XeOHYIO TaliHy, HeoOXOIUMO HAHOCUTh OrPAHUYUTEIBLHYIO
1oMeTkKy « st cnyaceOGHOro MOoNB30BAHU) CO CCBUIKOH Ha YHKT IIepeyHs CBeHeHUH,
HOJIEKALIMK OTHECEHUIO K ¢y keOHOi TaitHe B ob6nacTy 060pOHEL.

OcobenHocTn  o0pallicHMss ¥ OpraHusaiyy  3aluThl  HMHpopManuy,
cofiepikareil cBefeHus, COCTaBIAIONIME ClyxKebHYI TallHy B 005acTé 00OpOHEL,
OTPaAXKAIOTCS B JIOKAIBHEIX HOPMATHBHEIX aKTax.




29 OCK.KCMK 00.011-2023

2.3. OcoBeHHOCTH 3aIUTh KOMMEPYECKOH TaiHbi.

amMra  uHpoOpMalpM, — COIEpIKaEeH — CBENCHHd,  COCTaBIAIOLIMC
KOMMepUCCKyo TaitHy, ocymectaisercs B AO «OCK» u obmectsax I'pynmnst OCK
B COOTBETCTBUHM ¢ 3aKOHOIATCLCTBOM Poccuiickoi (Memepanuu 0 KOMMEPYECKOR
TalHe.

PesxxiM KOMMePUECKOH TaliHbl YCTAHABIHBACTCS B CBA3M € HEOOXOHMOCTBIO
COBIIONIeHN PKOHOMHMYECKHX HHTEPECOB KaXJ0ro oduiecTBa B OT/ENBHOCTH H
o6mmects I'pynner OCK B 1e0M, a TakKe ¢ IPHHATHEM OOIIECTBaMU 00S3aTeNbCTB
TI0 3alUTe KOMMEPUYECKOM TalHbL APYIUX OPTraHU3alMi.

JlocTyn opraHoB W opramusanuit K MHGOpPMAalMH, Comepikallel CBEACHM,
COCTABMISIONINE KOMMEPUECKylo TaliHy oOIecTB, OCYHIeCTBIsAeTCs B (dopme
nepesavy U B GopMe NpeIoCTaBICHMS.

ITepemaua o6mecTBOM HHPOPMAIIHMH, COCTABIAOLIEH KOMMEPYCCKYIO TaliHy,
KOHTPAreHTY OCYIIECTBISIETCA Ha MaTepUabHOM HOCHTENe TOJNBKO Ha OCHOBaHHH
norosopa B 00beMe M Ha YCIOBHAX, HPEIYCMOTPCHHEIX XOrOBOPOM, BKIIIOUYAd
YCIOBHE O NPHUHATAM KOHTPareHTOM YCTaHOBJIEHHEBIX JOrOBOPOM (cornameHyem)
Mep 110 oXpane ee KoHOHAEHIMAILHOCTH.

IIpemocTarierne WHQOPMAIHH, COCTABIAIONIEH KOMMEPYCCKYKO TaHHY,
rocyapCTBEHHBIM OpraHaM U OpraHaM MECTHOTO CaMOYTIPABJICHHA OCYLIECTBISETCS
HA MaTepHalbHOM HOCHTENE I[I0 UX MOTHBHPOBAaHHOMY TpeOOBaHMIO B IENAX
BBLITONTHEHUS WX (DYHKIWA.

PesxuM KoMMepPUeckoil TaliHbl B 00OIIECTBAX YCTAHABIHNBACTCS TyTEM:

OpraHU3alliy TIOPSIKa OTHeceHUs WHOOpMAlLMM K IEPCYHIO CBEICHHI,
COCTaBIIIONIX KOMMEPUECKYIO TalHy 0OIIeCTBa,

OTpaHNYeHHs TOCTYA K MHGOPMAIUH, COCTARIIOLIEH KOMMEPUYECKYIO TalHy,
MyTeM YCTaHOBREHWs HOpsAAKa oOpallleHHs ¢ 3ToH uHQopMauued H KOHTPOILL
3a COOMIOIEHUEM TAKOTI0 TIOPAIKE,;

yueTa JMl, TONYyYMBIUMX JOCTYH K HH(bOpMaiui, COCTaBisiomei
KOMMEpUecKylo Talimy, # (Wim) IHI, KOTOPHM Takas uuQopMmaius Oblla
MpeJoCcTaBlIena Mk lepeIaHa;

PEryMUpOBaHds  OTHOWICHHA IO  HCMOJB30BaHUK — PabOTHHKaMH
W KOHTpareHTamMy  WH(OpPMaluy,  COCTaBIsiOMEeH  KOMMEpYCCKyro — TaiHy,
Ha OCHOBAHHH TPYJNOBEIX H TPAXK/AHCKO-TIPABOBEIX JOrOBOPOB COOTBETCTBEHHO,

HaHeCeHHMss Ha MaTepHanbHble HOCHTENH (JTOKYMEHTHI), COIEpIKalue
uHGOPMAIMIO, COCTABISIONIYI0 KOMMepYecKyto TaliHy, rpuda «KomMmepyeckas
TaHa» ¢ yKa3aHWeM [IOJHOTO HAUMEHOBAHHS O01eCTBa H MECTa HAXOKIEHH;

IPYMEHEHUS. CPEACTB M METONOB TEXHUYECKOH 3aIUUThi HHHBOPMALIUY, HHEIX
Mep, He IPOTUBOPEYAlNX 3aKOHOAaTeNbCTRY Poccuiickoi Denepalni.
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B obmecTBax pazpabaTHIBAIOTCS M YTBEPXKIAIOTCS B YCTAHOBICHHOM IOPSAKE
JIOKAJTbHBIC HOPMATHBHBIE AKThI, ONPEHEISIOIINE TOPANAOK OPraHH3alliy 3alHHThI
HHQOPMAITH, COACPKANIEH CBEJICHHS, COCTABIISIOIME KOMMEPUYECKyI0 TailHy, U
HepeveHs CBEACHUH, COCTARNMONIMX KOMMEPUYECKYIO TallHy.

2.4. OcobeHHOCTH 3allUTH [TEPCOHATIBHBIX JAHHBIX.

O6azarensctBa AO «OCK» u obwecre pymner OCK mo 3amure
undopmanyy, conepamiei I1JIH (u3nuecKux JIML, MOI'YT BO3HHKATh B CBA3H C
HeOOX0IMMOCTEI0 00paboTKU TaKUX JAHHEIX.

OO01mmecTBO cTaHoBUTCS omeparopoM [1JIH nipu 0JHOBpEMEHHOM BBITOIHEHUH
CIICYIONINX YCIIOBHIA:

B COOTBETCTBMH ¢ KOMIIETSHIMEH 00HIEecTBa orpeaeneHsl i 000CHOBAHb! LENH
00paboTKU TIEPCOHANBHEIX JAHHBIX, COCTAB MEPCOHAIBHBIX JAHHBIX, NOJUIeKAIIUX
00paboTKe, THUMOBBIE JAelicTBuA (ONEpalii), COBEPLIAEMBIE C [IEPCOHANBHBIMU
JaHHBIMHY;

00paboTKa MepcoHANBHBIX JaHHBIX OCYIIECTBISIETCS B ABTOMATH3HPOBAHHOM
pexxuMe mid  0e3 UCIONB30BAHHS BBIUMCIMTENBHOM TEXHHMKHM, €CIH OHA
COOTBETCTBYET XapaKTepy JeHCTBUM, COBEPIIAEMBIX C €€ UCIIONb30BAHUEM;

TepCOHANBHEIE JAHHBIE TIPEACTARIEHE! HA MATEPUAIBHBIX HOCUTEIAX B BHIE,
NPUTOJHOM JNA  aBTOMATH3UPOBAaHHOH 00paboTKH MM B AHAJIOTHYHOH
110 BO3SMOXHOCTSM  HHGOPMaLUHOUHOM  cUCTeMe  —  KapToreke,  APYrHx
CHCTEMATH3UPOBAHHEIX COOpaHUsX.

IlepconansHple JaHHBIC TIpM WX oOpaboTke, ocyulecTBIseMod Ge3
HUCHONB30BAHUS CPEJCTB ABTOMATH3alMM, JOJUKHBI 000CcOoOIBITECS  OT  HWHOHM
HHGOpMaIM, B YACTHOCTHU NyTeM (UKCALUH WX HA OTHENBHLIX MaTepHallbHBIX
HOCHTEJIAX MMEPCOHANBHBIX JAHHBIX, B CHIEIMAJBHBIX pa3/iesiaX WK Ha MoIX GopM
(6rianxoB). [Ipu QUKCAINN MEPCOHATLHBIX JAHHBIX Ha MATEPUAIIBHBIX HOCHTEIAX
He HJOIycKaeTcs (QHUKCAIHA Ha OJHOM MATrepHallbHOM HOCHTENE MepCOHANBHBIX
JAaHHEIX, Ieu 0OpaboTKH KOTOPHIX 3aBENOMO He coBMecTHMbI. s oGpaboTku
pa3MYHEIX ~ KATeropwil  MepcoHANLHBIX  JAaHHBIK,  ocyllecTslisieMod  6es3
HCIIONB30BAHUA CPEJICTB aBTOMATHU3ALIMM, /IS KaXaoH Kareropuu IepcoHanbHBIX
HaHHBIX JOJDKEH WCTIONB30BATLCS OTJC/BHEIN MaTepUAIILHBI HOCHTEITE. '

B o6mecTBax HeoOXoauMMO pa3padOTaTh JIOKAIBHBIH HOPMATUBHBEIA axT,
OTPEAEIISIOMAIN HOJUTUKY B OTHOIIEHHMH 00pabOTKM M 3alMUTH NEPCOHANBHEIX
JAaHHBIX, B KOTOPOM B TOM yYHcAe ykassiBaroTcs Lend oopaborku II[{a. Taxumm
HEJIAMU, HAllPUMEP, MOTYT SBIISTBCS:

PErynupoRaHre TPYAOBBIX OTHOLIEHHUH ¢ pabOTHHKAMH;

IIpefoCTaBNcHue PabOTHUKAM U WileHaM UX ceMell AOTIONTHUTENbHBIX TFapaHTUH
H KOMIIEHCAlMii, B TOM uHcie HOOPOBONBHOIO MENHLIMHCKOIO CTPaxXOBaHUS,
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HEroCYHapCTBEHHOIO IEHCHOHHOIO olecriedelus W APYTHX BUAOB COLMANBHOTO
obecIedyeHus;

HCTIOJIHEHHE 00s3apHoCTeH, BOJIOKEHHBIX 3aKOHOATENLCTROM Poccuiickoii
Denepaiiuv, B TOM YKCIIe CBA3AHHEIX ¢ npejcrariendeM [IJ[n B rocygapcTeeHHEIE
OpraHHl;

(opmupoBanme CiysKeGHBIX CHPABOYHUKOB ¥ CITYXEOHBIX afAPeCHBIX KHHUT;

¢opmuposanne KpaTkuxX OHOrpadHUCCKMX JAHHBIX C TIOCHEAYIONHM X
pasMernenueM Ha O(QMIMANBHBIX caiftax ofmects B MH(OPMAIMOHHO-
TEJIEKOMMYHUKAMOBHOM ceTn MnTepHeT;

NIOArOTOBKA, 3aKNIOUEHHE, MCIONHEHHE M IIPEKpallicHHEe AOTOBOPOB
¢ KOHTpareHTamu;

pealzanys 1npas | 3aKOHHBIX HHTEPECOB O0INeCTBa B paMKaxX BEIEHUS BUIOB
AEATENBHOCTH, NPCIYCMOTPEHHBIX YCTAROM M UHBIMHU JIOKAIBEHBIMH HOPMATUBHLIMH
aKTamu;

HeoOXO/IMMOCTL cOopa cBelleHHH s ofecriedeHns pasoBOTO TPOIYCKa
cy6bexTos I/l Ha TEPPUTOPHIO OOLICCTBA MK B HHEIX AHATOTMYHEIX LEIIAX.

Kondunennpanenocts I1/[H B ofluecTBe Kak OllepaTope NepCOHANBHBIX
JNaHHEIX O0ECNEeYHBacTCd B COOTBETCTBUM € 3aKOHOIATENBLCTBOM PoccHifckoii
Gepepannu B o0nacTH MepcoOHANBHEIX JaHHEIX.

IX. 3akiuuTenbHble T0J0MKeHHs

B Konuenuuy cpopMynMpoBaHsl OCHOBHBIE B3[VISABL ¥ 6a30BbIE MOAXOMIEI
K b B cOOTBETCTBHH ¢ 0cobeHHOCTAME ocyiecTBieHus AO «OCK» u obimecTRamMu
Ipynmsr OCK OCHOBHEIX BMJIOB JIEATENBHOCTH, Ha KOTOpHIE HEOOXOIUMO
OPHEHTHPOBATECS TIPU  opraHyszauuu  pabdoT 1o o0ecledeHHI0 Ge30MacHOCTH
WH(pOpManuH U pa3paboTke JIOKATbHBIX HOPMATHBHEIX aKTOB.

PazpaboTka caMOCTOSTENEHBIX KOHIENIUH HHBOPMALMOHHOH 6e30acHOCTH
JUISL OTACIBHEIX OOIIECTR He TpedyeTcs.

X. llopsitox BHeCeTHSI H3MEHEHHIl H KOHTPOIb BEpCHi

Hacrosimast KoHnenuus MOANexuT EpeCMOTPY 110 Mepe He0OX0IMMOCTH.

Opranusanust padboT No akTyanusauuu Hactosmelt KoHuenuuu Bosnaraercs
Ha CTPYKTYPHOE I0Jpa3/ie/ICHUE I'OJIOBHOI'O 00LIECTRA, YIIOTHOMOUEHHOE B 00JIACTH
UHQOpMAalMOHHON 0e30MacHOCTH.




